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Hauano 20-20 6eKa — KpynHble GMEPUKGHCKUE omenu,
HepmaHble KOMAAHUU U Ma2a3uHbl 8biNycKanu MmosapHsle

- KOpmoYKu, Komopble Umenu dea HGBHCWQHUFI
- cnedume 3a cyemom KaueHma '

- obecne4yume MexaHu3m 3anucu ezo MOKYnoK
Ux nossneHue 66110 /10eUYeCKUM I'IpOOOfI}KEHUEM ori/qiameaosi 6

_ paccpoyky

1914 - ~mopeossie npeornpuaAMUA cmanu - 8bInycKameo
KApmoYKu 0na cameix bozameix = KAueHmos, 4Ymobbi
- IpusA3ams ux K ceoeli cemu M0203UH06 u npodaeamb um
: Hau60flee dopoeue moeapbl | | |
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Ha4ano 1920-x — HegpmaAHbIe KOMAGHUU cmManu esifnycKkamo N
«Kapmbl yymusocmu» (courtesy cards), ¢ mnomouibro Komopbix
' 800UMenu mMmoezsu oename MoKynku Ha nobou beH30KoMoHKe ' ’\

e
MATIONAL CREOIT IDENTIFICATION CARD

[‘méﬁ’) Standard Qil Company n?r’j:%
- -

VINDIANA )
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B cnec)yfouwe 30 nem KpyrnHbie KOMMOAHUU npedflomunu :
makue Ho80868e0eHUS, KaK: |

-'ninama 3a guHaHcoswle ycayau |
- 30-0HesHbIl nepuod omepoYKU o Naamexam

Mecmkaa KOHKypeHUusa 3acmasusna KOMMAGHUU foumu Ha
3Ha4yumesnbHble pPacxodbl U HAYAMb 3MUCCUIO KpedumHbIX
Kapm
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1949 -  Bcmpeya 6HYKa ocHosamesA OO0HO20 U3 :
aMepUKAHCKUX  yHusepmazos Anbgpeda baymuHeoelina, \
2nassl Hebosnvwoli puHaHcosol KomnaHuu Hamilton Credit

 Corporation ®parka MakHamapel (Frank McNamara — Ha D\
¢pomo) u ropucma smoii komnaHuu Pansgpa LLIHatioepa
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Pesynbmam ecmpeyu — rnosasaeHue Ha.ceem Kapmoykxku Diners :
Club — nepsol maccosol naameéxHol Kapmo4vKu 8 mupe - \

- [lepsoHa4anbHO Kapmoyka Diners Club npedHa3Ha4yanacs 0449 D\
pacyémos 3a 06e0bi, npu4Yém pac4émsol npou3eoounucsb 6
Kpedum, HO bbicmpo cmana yHusepcasnbHou, mo ecmb
npedHasHayeHHol 01a pac4éma 3a moeapesi U ycayau no eceli

_CmpaHe, @ makKie cHAMUA Hanu4HsIX

— EXPIRES DECEMBER 31, 1955
! . ".“*W““.D
< CREDIT = :'L":l':j “ ’

Slnol A. ;omlu

. Jeffries Co.
106 Forrest Ave.
Narberth, Pa.

2000 /6
WLFRED BLOOMINGDALE
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BCDfCHGﬂ ocobeHHocmb — rosaseaeHUe mpemebeli cmopoHs|. 8 :
v KpedumHbix onepayusx, Diners Club — nocpedHUK mexoy \
»  nokynamenem u. ¢upmod, o6ecnequeaﬂ erdum 0OHOMY u N
-dpyeomyUEepﬂ aaamy 3a ycayau _, i : oy

Cmapmossiu kariuman Diners Club — 75 mbicay donnapos . =

[pubbinsb — ¢ pupmebi- npodaeqa Komopas ‘BonxHa Oasame
7% CKUOKU € CyMMbI MOKYNKU, @ mak e ¢ 671adenbya Kapmel 6

guode excemecayHouU naameol AN
: -D‘NERSCLLB '
.INTERNA'HONAL

8l 1 511635 Ul

.I DINERS CLUB crear samam ]
VALID WORLD WIDE
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- 1958 Amerlcan Express prnHeuwa,q KOMMaHusa 00p0)+(HbIX Y
5| ' uekos, u Carte Blanche 00HO8peMeHHO 6bIWAU HA PbIHOK
yHueepcaanblx KpeoumHsix kKapm ' | e | i ’\

1958 — nepssbili u emopoli baHKu cmdebl — Bank ofAmerica u
Chase Manhattan Bank make npucmynunu K onepauu,qM c
ro erc)umeuwu Kapmamu
| | | _mxmzmcmn

MAR sq‘
:~m
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1966 Bank of America 0aém auyeH3uu opyaum 5GHKGM Hd )
npoeedeHue onepayul c kapmamu BankAmericard - \
- Omeem  Opyaux KpynHeix 6aHKoe — Interbank Cards D\

Association (ICA) — emopas HayuoHaALHAA cucmema Kapm
1969 - ICA ebikynuna npaea Ha Kapmy MasterCharge,
gbinyckaemyto 6aHKamu 3anadelx wmamoes, u nepewina Ha
_ee abInycK .

Uwone 1970 — EaHKu, eblnyCKabmue BankAmericard
HACmMofAu Ha eblgedeHuuU eé u3-rnod kKoHmponasa Bank of
 America = Natlonal BankAmerlcard Incorporated (NBI)

BANKAMERICARD : _'
_ master charge ¥
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¥ 1976 — NBI rnomerana uma HaVISA - o N
S S | R _ L

- 1980 - ICA cmana Master ,Car'd_‘ | __ g : (i .\

1969 - 1981 - Iqucn:o 6aHKOB,  NMPUCOEOUHUBWIUXCA K
~ MasterCard y8enu4unocs c 4461  Oo 12504,
npucoeduHuswuxca Kk VISA —c 3751 0o 12518. |

T,

-7
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American Express 6bicmpo o0bowna ceoux KOHKYpeHmos
Diners Club u Carte Blanche. K 1970 y Hee 6bi0 6 08a pasa
 bonble KnueHmos, Yem y rnepeoli u 8 yemeoipe pasa 6onblue,

yem y emopol. B cepeduHe 70-x paspeie euje bonvuwe

yeenu4unca: oepxcameneli Kapm Amerlcan Express 6bis0 8 7,5
- pa3z 6onbwe, yem y Diners Club u e 10 pa3 6oaswe, yem y Carte
Blanche

Diners Club u Carte Blanche 6binu Kynnexbl CitiBank,
criocobHo2o bosnee  cepbesHo conepHuYyame ¢ American
Express. Hecmompa Ha amo, y nocnedHeu ceu4vac 8 12 pas

- bonbwe KnueHmos, Yem Dlners Club u Carte Blanche emecme

63ﬂm biX.
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Hayano 1950-x - British Hotel&Restaurant Association

gbinycmuna kapmy BHR e Eepone

Cpedu amepukaHckux komnaHull, delicmeosaswux e Espone,
domuHuposana Diners Club

1972 — NBI 3aa8una o Havane onepayul 8 72 cmpaHax, Ho
bbicmpoe  pacnpocmpaHeHuUe  rpoucxoouno MoaLKo 8
BenuxkobpumaHuu, 20e KomnaHusa npuobpena kapmy Barclay’s
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ICA Oocmueno coenaweHut ¢ EuroCard, KpynHeuuweu
cucmemoli YHUBEpPCanbHLIX kapm e Espone, uc Access

prnHeuweu cucmemou Benuxo6pumaHuu

JCB-6aHK, doqepHee' npednpuamue American  Express,
8032/106/1A7 PLIHOK, UMeA 8 d8a pa3a 6onbuwe KAUeHMOos, Yem

__ VISA u MasterCard 3mecme 83amole .

1980 = ﬂn0Hu,q Hecmomp,q HG ro30Hul cmapm uHIoycmpuu
Kapm, obowsa ece esponelckue CMpaHel U 8bIWAG- Ha
~ 8mopoe mecmo rnocne CLUA no Konuqecmey Kapm




1969 — nepsol naaméxcHol kapmo4kol e CCCP bbina Kapma
Diners Club, kKomopasa cmana 8 nNpUHUMAmecsa 8 cucmeme \
~Maea3uHos “bepésKka”

1988 — cnopmcmeHam coseemckol Onumnutlickoli cbopHol,
Harnpaenaswelca HA copesHosaHus 8 Ceysn, 8bi0anU Kapmel
VISA
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1993 — 8 Poccuu 6binu co30aHsl pocculickue naaméxcHsle
~cucmemsl STB- Card u Union Card, e Komopbix pabomanu
HeckonbKo comeH baHKo8, 3amem mnofAsunucb 3onomas
'KopOHauC6epKap0 ' i i '

[locne Kpu3uca 1998 eoda poccuucxue nAaméxcHole cucmemol
HaQ4yaau ycmynams ceou no3uyuu, XxomaA 00 cux mnop ux

makue KpyriHsle 6aHKu, kak baHk Mockesl, TpaHcKpeodumbaHK
U Ypancub, a 8 3onomou KopoHe — Pyccxuu CmaHaapm
| Macmep6aHK MAM- 5GHK

K1V

- Kapmamu  monb3yrmca  HEeCKobKo 0ecaAmKo8 MUMAUOHOS
yesnoseK, a 8 mou xe Union Card, Hanpumep, pabomaiom
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Mapm 2002 - — nossunace China - UnionPay - (CUP) - \
HauuoHanvHaA naamexHaa cucmema KHP _ _ ’\
Ce200Hs CUP'npUHumaem'c,q 6 135 cmpaHax, ebinyuieHo 0Kono
2,5 munnuapoos kapm

UnionPa y
R B%
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Aes2ycm 2008 — e Poccuu nepsasa onepayua no CUP (HaKaHyHe ‘
omkpsimua Onumnulickux uep 8 llekuHe) | \

Cetvac e Poccuu Konuvyecmeo onepayuul no kKapmam - Union
Pay npeebiuiaem aHano2u4yHbIl = Nokaszamesns American
Express, a amumeHmamu aeaatomca, Hanpumep, MacmepbaHk
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[Mo OaHHbLIM uccnedosamensvcKou KomnaHuu Retail Banking
Research (RBR), China UnionPay ob6oeHana Visa u cmana \
KpynHetweu muposol nanamexHou cucmemol

B 2010 200y e obpauweHuu Haxoousocb 8 mMunauapoos
nAamexcHsIX Kapm, U3 Komopbix 8binyuleHo:
29,2% - UnionPay
28,6% - Visa
20,0% - MasterCard
1,1% - American Express
0,8% - JCB
0,7% - Discover

u UnionPay

mVISA
MasterCard -

m AMEX

f = JCB

/= Discover

i Local banks

u Other

Kapmbl mopeosbix mMapoK cocmasunu rpumepHo 10% om
obuyez20 Yyucna, CMosibKo e npuxoousnocs Ha mecmHsie 6aHKU
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2011 — mupossie cekmopsl rpedonaa4eHHsix U 0ebemossix
Kapm ebipocau bonee Yem Ha 10% KaxcObil, 8 MO 8pemMA KaK

- KpedumHo- Kapmqublu ceKmop coxpamu.rlc,q Ha 6/

CeeodHﬂ |
62% - debemossie Kapmbl
28% - KpedumHbie

3% - npedonna4yeHHbIe

K 2015 200y Konu4yecmaeo Kapm 8 obpawieHuu cocmasum 10,1
munauapoa, - 3ameodneHue  amMuccuu 8  paseumsix
cesepoamMepuKaHCKoM U 3anadHoespornelickom — pea2uoHax
. KomneHcupyemca bbicmpbimMm pocmom 8 0CMaAsbHbIX CMpPAaHax:
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Mo OaHHbM L6 P® Ha 1 AaHeapa 2013 eooa e Poccuu
gbinywieHo 239 munnuoHos* 545 meicay Kapm, no KOMopsIM \
3a 2012 200 nposeedeHo 5,6015 munauapda™* onepayuii Ha |
obwyo cymmy 21,2838 mpunnauoHos*** py6neli (8 mom = |
yucne, no onaame moeapos u ycaye: 2,7580 munnuapoa
onepayul Ha cymmy 3,266 mpunnauoHa pybneu)

* 1 munnuoH =1 000 000
¥* 1 munnuapo = 1 000 000 000 _
¥*% 1 mpunnauoH = 1 000 000 000 000

VISA

5 : ; ' . _ELECTRON
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Kapmebi pasau4yaromca no:
... [MpuHaonexHocmu nnaméxHol cucmeme (VISA, MC CUP

um.o.)

Cmamycy. (Hanpumep, VISA Electron VISA CIass:c VISA

Gold, VISA Platinum, VISA Infinite)
Tuny Hocumensa UH@opmMayuu (MaeHumele yurossile,
6ecKoHMaKkmHele)

BosmoxcHocmu UCI'IOfIb3060HUFI 30EMHbIX cpedcme

(0ebemossie, kpedummeie) _

[lepcoHupukayuu (UmeHHbIe, He UMeHHbIe)

Crniocoby HaHeceHUs UHGopmauuu (3M6OCCUp060HHbIe He
umboccuposaHHsle, uH0eHm)

[nobanbHOCMU (MlecdyHapodHaﬂ . peauoHanbHas,

/10KAAbHAA)
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Jluuesaa cmopoHa kapm VISA:
- nocomun - “VISA” -ousaliHa - pacnondzaemca - 8 pasom \
gepxHeM UnU HuXcHemM yeny Kapmel. Ha 4vunoesix kKapmax = |
- 00f10aHUMEsIbHO 8 /1IeBOM 8EPXHEM Yany - I
- Ha f1I020MUre pacrionoieH yabmpaguonemossiii snemeHm 6
gude byKeol V, noemopsawwel no gopme bykey V. us
nozomuna. Yasmpacuonemoseliii snemenm obszameneH Ons
ecex kapm Visa u Visa Electron
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Jluuesaa cmopoHa kapm VISA:
- Homep Kapmbl, CpOK Oelicmeus, umsa oepicamens moaym
66imb  KaKk 3amboccuposaHsbl, MAaK U HAHeceHsl UHOeHm-

neyamsto. B cay4yae HaHeceHus uHgopmayuu uHOeHm-
ne4yamoro  HA © auyeeol - CMOpoHe = Kapmbl  00AXHA

npucymecmeosame Haonucs “Electronic use only”
- BIN (nepebie 4 uugpsl Homepa) oonxceH 6bimb HaHeceH
~munozpagckum crnocobom

Apu UCMOAL308AHUU 20sa02paguyeckoli maeHUmMHoU noaocel

2onozpamma omcymcemeayem. Co cmaHoapmHou mazHUmMHouU
nosnocol Haau4yue 20A02pamMmsl 0683amesnbHO. :
- 4yunoesle Kapmeoi Visa u Visa Electron mo2ym 6bimb

| 8epMUKANbHO20  pdcnosnoxdeHuda. ~ B amom  cayyae
UH@POPMAUUA HA HUX OOMHHA 6blmb HaHeceHa UHOeHm-.

neqambfo

.,p‘t‘
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ObopomHaa cmopoHa Kapm VISA:

- NgHenb 0nA noonucu Hoeo2o Ou3alHa — cmaHoapmHas (e
gude 4YepedyoWUXCA 20pPU3OHMANbHGLIX. Heambix U CUHUX
| nonoc) uau paspabomaHHas no 0usalHy smumeHma

- Ha naHenu 0aa noonucu, ¢ HAKJIOHOM 8 flegytd CMOPOHY,
HaHeceH Homep Kapmel (Unu e2o nocnedHue 4-e yugpesl) u
mpex3HayHbelll K00 besonacHocmu. Kod  6e3onacHocmu
~Moxcem b6imb 8biHeceH 3a ripeoessl naHenu 018 Noonucu
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ObopomHaa cmopoHa Kapm VISA:
- [aHenb 0n4 noonucu o0bsazamenbHO codepycum  Yabmpa-
¢uonemoassili anemeHm 8 suoe cnos “VISA”

= MA2HUMHAA Noaoca 0o0AX¥HA bbimb 8rMaAHA 8 MNAACMUK, d He

HaKneeHa. Pacrionazaemca 8 eepxHel 4Yacmu Kapmel, d 044
HeamboccupoBaHHbLIX Kapm Moxem pdacnondaamosca U 8
HUXcHelU yacmu Kapmbi

= MOe2HUMHGAA nosaoca moxcem 6blmb KaK cmaHoapmHou

(aHano2u4yHOU  Kapmam.  cmapoz2o  OusaliHa), mak U

2onoepaguyeckol. [lpu  uUcnonsL308aHUU  CMAHOAPMHOI
MaeHUMHOU nosiocsl HA AUYesol CMopoHe Kapmbl 00AMCHA
npucymcmeosamso 2oa02paMmma |
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O6opomHaﬂ cmopoHa kapm VISA:
- 20/102paghu4ecKan MazHUMHAA 10a0ca codepicum:
d) napannenbHoie eemeKaanble U 20pU30HMA/bHbIE fIUHuu

- 6) usobpaxceHue nemawe20 20ay6a 6 mpex ¢asax nonema
8) mukpowpugpm 6 sude nosmoparwwezoca caosa “VISA” Ha

20pU30HMAnbHOU  AUHUU,  NPOXOOAWeU  no qumpy
mMaeHUMHoU rnosocel |

-2) Hao mukpouwpugpmom 800716 MazHUMHoL nosaocsl 2- 3 pasda
noemopsaemca 2onozpaguyeckoe usobpaxceHue caosa “VISA”

8HymMpu Kpyaa




Jluuesas cmopoHa Kapm VISA Electron:

- qpo2omun - “VISA  ELECTRON”  Hosoeo  du3auHa
pacrionaeaemcs 8 nNpdsom 8EPXHEM UMU HUXCHEM yenay Kapmei.
Ha yunossix Kapmax 0onoAHUMENbHO 8 e8OM 8EPXHEM Yy

- HG f1I020MUune pacronoieH yabmpaguonemossiii snemeHm 6
sude bykeol V., noesmopsaowel no gopme byksy V nozomuna.

Ynsmpagpuonemossil anemeHm o6ﬂ3ameﬂeH onAa ecex kapm

Visa u Visa Electron

4000 0012 3456 7899

4000

A. CARDHOLDER et V,SA

ELECTRON

™ OTON
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~Jluuesas cmopoHa Kapm VISA Electron:
- HOMep Kapmbl, CPOK Oeucmeus, Ums Oepmamenﬂ HaHeceHbI

' UH@EHm I'IE‘-IClmbI-O HOMep Kapmabl moxcem. 66imb HAHeCEH He

NoAHOCMbIO — MO/bKO 4-e nocaedHue yugpsi Homepa
- BIN (nepsvie 4 yugpsl Homepa) OonyceH 6bimb HaHeceH
murnoepagcKkum crnocobom | |

= Ha nuyeeoli cmopoHe Kapmebl o6ﬂ30meano Ooana

npucymcmeosame Haonuce “Electronic use only”

- Yunoesle Kapmeoi Visa u  Visa Electron moeym 6bime
8epMUKANbHO20  PACITOAONEHUA. B  smom  cayvae - ux
- peKeusumei domxcHbl 6bimb HAHeceHbl UHOeHm-neyamsio

K1V
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- ObopomHaa cmopoHa Kapm VISA Electron:
- naHent 0aA noonucu Hogo2o OU3aUHA — cmaHdapmHaﬂ (6

sude qepedyfouwxcn 20pU3OHmaflebIX Jf(EflmbIX u . CuHux :

nosoc) unu pa3pa6omaHHaﬂ no AusaliHy smumeHma
_Ha naHenu 0714 AOOMNUCU, C HAKAOHOM 8 /e8yi0 CMOPOHY,
HaHeceH Homep Kapmeol (Unu eeo rnocnedHue 4-e yugpsi) u

- mpex3HayHbIl KOO = be3onacHocmu. Koo 6esonacHocmu

Mmoxcem 6blmb ebiHeceH 3a rpeoderbl naHenu 6a8 nodnucu

[lpu HernonHOM HoMepe Kapmbl HA aAuyesou. CMOPOHE -
HaHeceHue Homepa Kapmel U Kooa = 6e3onacHocmu - He
'- mpe6yemc,q - | '- | |

K1V
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O6opomHaﬂ cmMopoHa Kapm VISA Electron:

.- MaHenb 044 noonucu 0693amesnbHO codepxum yflbmpa-
¢uonemosesili anemeHm & sude cnos “VISA” ' :
- MAeHUMHAsA nosaoca — cmaHoapmHas, 00axcHa 6bims enaaHa

8 MNAACMUK, a He HAKseeHa. PacrionoxceHa - 6 BerHElj unu
HUMcHelU 4Yacmu Kapmel, a 0718 4uroasix Kapm — IMOsIbKO 6

L HU}I{HEU yacmu

flo peweHuUO sMumeHma MoXem  UCMNoab308ambCA
20/102paguyecKkan masHuUmMHaA noaoca - ' - :

)
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Mobegutenun «Jlyuwmnin gusamH Kapt Visa»

\=

—
ARMECONOMBANK

VISA INJINITE

P 5 AN

July 2011
L Issuer: Armeconombank, Armenia
~ , Product type: Visa Infinite, Credit

June 2011
Issuer: Cosmos Bank, Taiwan
Product type: Visa Platinum, Credit

R

- | -]
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Mobegutenn «Jlyuwini gusaiH Kapt Visa» : :
WorldMiles Indusind Bank ;"

VISA SIGNATURE

ey
reow

VISA

SIGNATURE

) April 2011 May 2011
P Issuer: Dubai Bank, U.A.E. Issuer: Indusind Bank, India
A ; Product type: Visa Platinum, Credit Product type: Visa Signature, Credit

':‘,"J /7'1—
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Mobegutenun «Jlyuwmnin gusaH Kapt Visa»

March 2011
Issuer: Alta Bank, Russia
Product Type: Visa Gold, Debit

’ //:,'J \| R
5 ,\()( ul ", February 2011
A o P —— Issuer: Bank SinoPac, Taiwan
9 Product Type: Visa Signature, Credit

SIGNATURE
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[Mpumepeoi:

& N

- : MNo6egutenu «Jlyuwmin gusaH Kapt Visa»

October 2010
Issuer: Alta Bank, Russia
Product Type: Visa Electron, Debit

September 2010
Issuer: Ural Bank, Russia
Product Type: Visa Classic, Debit
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Jluuesas cmopoHa Kapm MasterCard:
- noeomun  “MasterCard”, npedcmasnsrowuld cobol 08a
fepeceKarowuxca - Kpy2a KpacHoe2o U X3 eanamoao ueemos ¢
Haodnucokro “MasterCard” Ha ux ¢poHe
- eonoepamma “MasterCard” - npucymcmsyem Ha auuyesol
unu obopomHoli CcmOpoHe Kapmel MOMAbKO 8 cAyvYae

ucrnonb3068aHusa  cmaHéapmHol - (He  eono2pagu4eckol
Maz2HUmMHou rnosnocol) '

AnyBank Card .= |

: Brand Mark i
: Arps B

SERE) gl

m12/08 | §
LEE M. CARDHOLDER | |




N
 Jluyesasa cmopoHa kapm MasterCard: =~ = il
- -.3amboccuposaHHsIl HOMep Kapmbl, HaYUHarWulUca ¢ yugpoi . .\

Jsioeomuria u HaseaHuA 6GHKG-3Mum6qu

O A B e B e ST (U

SelHHogeitl2 g0l — i3 uﬁ_;f = : bl
MldsegrCare | .

“5” u cocmoawuu u3 16 yugp: “5SXXX XXXX XXXX XXXX”

- UMA Oepxcamena u CPOK deucmeu,q Kapmel HaHeceHb! nymem
amboccuposaHusn |

= [100 HOMEPOM Kdpmbl munoapad)CKUM cnoco60M HaHeceH

BIN, noemopstowul nepesie 4 yugppsi Homepa _ ,
- Kapmel mo2ym b6bimb € 8epmUuKaabHbIM PACMNONOHEeHUEeM
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Wlelfse2r Cekrel

O6opomHaa cmopoHa Kapm MasterCard: \
- MO2HUMHAA noaoca — 00ax¥Ha bbimb 8AAAHA 8 NAACMUK, O |\
He HaKseeHa. . ' ' | |
- ecnu  ucrnonsdyemca CcmaHOaApmHas MmMdaeHUMHAA onoca,
2onoepamma “MasterCard” pasmewjaemca Ha auyesou -uau

0bopomHou cmopoHe Kapmbl
- Maz2HUMHaA rosnoca moxem bbeimb 2ono2paguyeckou, 6
amom cay4dae 2onoepammesi “MasterCard” He 0onxcHO 6b6ims

Ha Kapme




V/J e Cckriel | :. ' il

_ \
050P0mH0ﬂ cmopoa kapm MasterCard: i 3
_-'Ha naHenu '0a4 nodnucu noo yenaom 45 epadycoe HaHeceH _- ’

Erm (0P CHUZ Kool — 13 uﬁ_;f )

meKcm us noemopmowuxc,q cnos «MasterCard”, HAnucaHHeolU
KPACHbIM, Yeamobim U CUHUM ysemamu -
- Ha naHenu 0aa noonucu, ¢ HAKAOHOM 8 nesyfo cmopOHy,

- HaHeceHs! nocneoHue 4-e yugpel Homepa Kapmbsi

- KoO 6e3onacHocmu (CVC 2), HaHeceHHbIl ¢ HAKAOHOM g
71esyl0 CMOPOHY, HAxXo0umca 34 rnpedeaamu Ma2HUMHOU
f10/10Cbl, cripasa - 7 g
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/7fO6aﬂ onepauyua no kKapmam Maestro, He3asucumo om
CYMMBbI, - O0MXHA - b6bimb  a8MOPU3OBAHA MOILKO - HA
AnekmpoHHOM mepmuHane. ObcayxcusaHue Kapm Maestro ¢

- UCrnoab3osaHuem umnpUHmepa . 3anpewaemca.  [pu

oniepayusax mno xapmam Maestro obaszamenbHO 88edeHue
depycamenem PIN-koda

Jluyesaa cmopoHa kapm Maestro:

5000 0000 0000 0000
v 00/00

MR- A- CARDHOLDER Maestro
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Jluuesaa cmopoHa Kapm Maestro:
- noeomun Maestro — 0ea nepeceKaroWUXCcA Kpyea cuHez20 U
KpacHozo yeemos c Hadnucblo «Maestro» benoezo ysema,

' HaHeceHHOU Ha ux ¢oHe. JSlocomun pa3meu¢aemc,q 8 Mpasom

8epxXHeM UaU HUMCHeM yeay Kapmbl
- HOMep Kapmbl, UMA depycamens U CPoK deiicmeus - moz2ym
6b1mb aMBOCCUPOBAHSI UAU HAHECEeHbI UHOEHM-Ne4amsio

- Homep Kapmel moxem cocmoame u3 16-19 qud)p,

HayuHaemcs Ha «50» uau e duanasoHax «56-58», «60-69»

- 100 HOMepoM Kapmeoel murnoepdgckum criocobom HaHeceH
BIN, nosmopsatowuli nepssie 4 yugpsl HOMepa Kapmeoi

- CPOK Oelcmeusa Kapmsl YKA3aH 6ceedd ' KOHeYHbIl —

- mecay/zo0 (00/00). Ha kapmax Maestro, smumupo8aHHbIX
espornelcKkumu  baHkamu, Mmoxem 6bimb YKA3aH CPOK

deucmeu,q «12/49»

.,p‘t‘
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Jluuesasa cmopoHa Kapm Maestro:
- UMA U pamunusa depicamesa Kapmbol HANUCAHb! AAMUHCKUMU
Oykeamu. WmA u pamunusa mo2ym.  Obimb  HaANUCAHel

Kupuaauueli — 8 amom cay4ae Ha Kapme Ooano 6bimb

ykasaHo «VALID ONLY IN RUSSIA» | |
- Kapma  Maestro = moxem bbimb  08yx . 6uUdos:
MepcoHanU3UPoOBaHHAA (c umeHem Oepxcamensa Kapmsl U

- Cpokom OQelicmeus) u HerepcoHAaNu3upoeaHHasA (6e3 UMeHU

depiycamensa Kapmsl U cpoka delicmeus);

- pezuoHasnbHble Kapmel umerom HAOMUCs ”VALID ONLY IN.

(cmpaHa)”  («leilicmeumensHo = MOAbKO - 6 = .») - U
0b6cnyIUBAOMCA MOALKO 8 YKA3AHHOU cmpaHe |

K1V
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O6opomHaﬂ cmopoHa kapm Maestro: :
- Ma2HUMHaA nonoca — 0onxHa 6eimb enaaHd e NAacmuk, a \
He HaKneeHa | |

ycmompeHuro  baHka-amumeHma, - moxcem — cooepiames
OpHAMeHM Uau mexkcm | | & -

~Ha naHenu 0aa nodnucu moxcem npucymcmeosams Homep
Kapmesl (uau e2o0 nocsedHue Yyemsipe uugpobl), HAHECeHHbsIl C. .

HAK/IOHOM 8/1€80

- 8 HUMCHell Yacmu Kapmbl mo2ym. paciona2amsca A020murbi

- 0benyxcusarowjux cucmem, Hanpumep, “Cirrus”, “Edc”
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| Kapma sbinyckatomca ¢ pasauvyHeim OusatiHom U mocem

%  6bimb Kak eopusonaanou mak u eemeKaanou | .\

Jluuesas cmopOHa Kapm Dmers Club:
Jloecomun — mopeosaa MapKa KomnaHuu Dmers Club |+
International. 100 ynempaguonemosasim oceeweHueMm sudeH
-no2omun «Diners Club International» |

Ha coemecmHoli kapme «Diners Club International» u Kakozo-
Aubo  napmHepa UMA U 1020MUfl napmHepa HOHOCAMCA 8
npasom eepxHem yasny :

g ; Diners Club
2, M) ' : INTERNATIONAL / :
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~Jluuesas cmopoHa Kapm Diners Club:
Homep Kapmesi — HayuHaemecs ¢ "36" u cocmoum us 14 qud)p,

'KOmOpble pa308ﬂ€Hbl Ha 3 ePyIriribli, cocmo,qu4ue U3 yemeoipex,

wecmu u Yyemoipex yugpp coomeemcmeeHHo

Uma Leprcamena Kapmeol — UMsA Yesosexa, Komopbl mMoxcem
ucnosns3losames Kapmy | | |
-OmmemkKa 4YneHcmea — cocmoum u3 deyx uugp, Komopsie

yKasslearom Ha 200 ecmynﬂeHu,q 8. cucmemy. Diners Club

International | -

Kod d¢panyausa — cocmoum - u3. o0eyx byKks, Komopbie
fipuceausaomcs Kamdou cmpare. KomnaHueu Diners Club
- International -

Cpok Oelicmeusa — CpoK delicmaus Kapmbl yKaableaemc,q'

osyma Oamamu MecAU/200 Ha4ana u OKOH4YAHUSA cpoxa

.,)‘»‘
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~Jluuesas cmopoHa Kapm Diners Club:
Koo besonacHocmu — cocmoum u3 0eyx 6yKe namUHCKoeo

-angasuma, Komopsle Ha3Ha4yarmca KomnaHueli Diners Club ;

International u AenAemcsa HeobAa3amesibHbIM PeKeu3UuMmom

YyscmeumenbHoCMb Ha yasmpdaguonemossle Ay4u — ecau
flocMompems  HQ  OCBEWEeHHY  yabmpaguosemosbimu
~ayyamu Kapmy Diners Club, mo cmaHem sudeH cxemamuy4Hbiu

pUCYHOK, roxoxclll Ha nozomun KomnaHuu Diners Club

International (wmpuxosoli Kpye, pa3deneHHsIl nonoaam
8epmuKanbHol WmpuxosaHHol nonocod, npu 3mom wmpuxu

- umerom HAKOH enpaeo)
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- ObopomHaa cmopoHa Kapm Diners Club:
MaeHumHaa nonoca - - 3mo MaaHumHaﬁ Oopoya{a

'pCICI'IOflOJ-I{EHHGﬂ Ha O6meHOU CmOpOHe (&} eerHeu yacmu ;

Kapmel U coaepmauaﬂ 8  30KOOUPOBAHHOM gude
UHGOPMAYUIO O KAPMOYHOM cYeme, C8A3AHHOM € Kapmoi u
rpeoHasHayeHa O0AA  UCMOMb308AHUA 8  INEKMPOHHbIX
- mepmuHanax - - | |
MaHesib nodnucu — codepmum nodnuce ,ﬂepmamefm Kapmbl
UMA ~ KOmMopo20 ~ YKA3aHHO Ha auuyesol cmopoHe. [lpu
HaHeceHUU nospexctoeHul Uau cmupaHul nosAensemca ca108o
- VoID |
2WRY - FWHWD BWRY WY
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- ObopomHaa cmopoHa Kapm Diners Club:
JlazepHasa ne4yams = Ha nadenu. 0n1a nodnucu nasepHou

neyamosro HaHeceH Homepa Kapmbl, 3M6OC-CUpOBClHHbIU- Ha ee ;

Auyeeol = CmMoOpoHe, fl0c/ie  KOMOPo2o  yKasbleaemca
mpex3Ha4Hslli Homep CVV 2, ymeepioeHHbIU ecemu
MeroyHapooHbiMu laamexcHbIMU cucmemamu € Uesnbto
- 3awumsl Kapm om noooenok |

[onozpamma — obvemHoe u306paJ+ceHue mopeoeou MGpKU-

Diners Club International Ha pa3zeepHymou kKapme Mupa
cosMeueHHOe ¢ MAa2HUMHOoU nosocou
Kpome @bilenepeyucneHHo20 HaA Kapme moxem 6bimb

- (pomozpagpus epmcamensa Kapmel, yum, aAozomun Opyzoli
Topeosoli MAapKuU, KOHKpemHbil peauoH, e0e npuHumaemcs

Kapma

.,p‘t‘
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Discgyey | | .

B
~Jluyesas cmopoHa Kapm Discover: ' ' \
Jloecomun — mopaoeaa MapKa KomnaHuu Dlscover \

l1oo ynbmpacpuonemosblm oceeuieHuem 8 yeHmpe Kapmbl- ’

nposensomca cno8o «Discover»

Homep Kapmesl — HayuHaemcs ¢ "6" u cocmoum u3 16 yugp,
Komopeie pasodesneHbl Ha 4 epynrbi, cocmoawjue u3 yemoipex
- Yugp coomeemcmeeHHo | |
Umsa feprcamena Kapmoi — ums yenoeexa, Komopblu Moxcem
ucnoaes3oeame Kapmy

DISC#VER

5011 0000 0000 0000
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- Jluyesas cmopoHa Kapm Discover:

- HaumeHosaHue KomnaHuu moxcem 6blmb npoaM6occupoeaHo
HUXMe umeHu ,Llepmameﬂﬂ Kapmei |

Ommemka 4YneHcmea — cocmoum U3 4Yemblpex yugp,

Komopsble yKassiearwm HA MecAYy U 200 ecmyrineHus 8
[TnamexcHyto cucmemy Discover | -

- Cpok oelicmeusa — Hadnuce “Valid Thru” 0603Hawaem damy

OKOHYGHUSA cpoka Oeticmaus kapmel 8 popmame MM/YY

Koo 6e3onacHocmu - (cneunumepa) . — Xapaxkmepusyemcs
3MOOCCUPOBAHHBIM - 3HAYKOM,  CMUAU30BAHHLIM  KOK
AponucHas 3a2naeHas bykea «D» - S e
- TpexmepHasa 20102pamma — OO0ANCHA ompamamb ceem u
co3daeamb ou.qyu4eHue u306paJ+ceHuu «8 deumeHuu»

K1V
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- ObopomHasa cmopoHa Kapm Discover:
MazHumHaa nosdoca -~ - 3amo MGZHumHaﬁ 00pOHCKa,

'pCICI'IOflOJ-I{EHHGﬂ Ha O6meHOU CmOpOHe (&} eerHeu yacmu ;

Kapmei U codepyawias 8  3a0KOOUPOBAHHOM = 8UOE
UHOPMAUUIO O KapmMoOYHOM cyeme, C8A3AHHOM C Kapmou u
fpeoHa3HayeHa 04  UCIMOMb308AHUA 8  IM1eKMmMpOHHbLIX
-mepmuHanax. MazHumHaA nosoca 0onxHa bbime eflaakou
6e3 Npu3HaKos NoCMopoHHez0 eMelwamenscmad

[MaHens 0na noonucu - cooepycum. noonucs Lepycamensa
Kapmel, uma KOmopoao YKAa3aHHO Ha auyeeolu cmopoHe. [Tpu
HaHeceHUU nospexcoeHull unu cmupaHuu f1ofes9emcs cn1060

VOID. Ha naHenu 8na nodnucu pacrnionazaemca mexkcm nood

HAKA0HOM U3 nosmopstoujuxca cnoes “Discover Network™

.,p‘t‘




JlazepHasa ne4yams = Ha nadenu. 0n1a noanucu na3epHou N
ne4yamoto HAHeceHsl nocnedHue 4 qud)pbl Homepa Kapmubi, .

- Jloeomun - Topeoeaﬂ MapKa KOMI'IGHUU Dlscover

Erm JJC.:erJ_;{fI,JIIJJI — o) L uﬁ_;f = : |
_JIJCJ/v-’f | .

B
O6opomHaa cmopoHa Kapm Discover: ' ' \

3M5OCCUp.06(1HHbIU Ha ee auyesoli cmopoHe, nocse Komopoz2o |
yKaseleaemca mpex3HayHeili Homep CID,  ymeepiycOeHHbIlU |

- mexcoyHapooHoii llnamexcHol cucmemol € Yesnsio 3aWumel
- Kapm om noooesoK |

[onoepamma  — 06bemMHoe u306paJ+ceHue 38MH020 wapa
cosMeuwjeHHoe ¢ MasHuUmHou nonocou (aonyCKaemc,q ee
omcymcmesue) - - :
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Jluuesas cmopoHa Kapm China UnionPay:
B sepxHeu Yacmu Kapmel: HA3eaHue 60HKa—amumeHma Ha

'KumCIUCKOM U aHenulckom A3bIKAX, U . jg02o0murii 6GHKG-'

amumeHma
Huxce pacrionoxeHa cmpoxa coaepmamaﬂ Hadnuaa Ha
KumatcKkom f3biKe (uepoenugel) u HAOMUCL HA GH2AUUCKOM
A3blke — DEBIT CARD | |
B cpedHell yvacmu Kapmbl pacnonomeH Homep Kapmbl
cocmoAawul u3 19 yugp, cepynnuposaHHbIx 8 rnporopuuu 4-4-
4-4-3, [pynnsl. HOMEPOB pasdeneHsl npo6enamu Homep
Kapmbol (19 yugp) moxcem 6bimo Hane4amaH makice 6es

npobenos. Homep kKapmbi OonxceH 6bimb Hane4yamad
munoepagcKkum cnoco60M KOHmpacmHou ueemy Kapmbl'

Kpackoii

K1V
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Vool Ay

~ Jluyesas cmopoHa kapm China UnionPay:
- HYugpsl Homepa Kapmel Q0AHHbI UMemb 00UHAKO8bIU pa3mep,

pacnonazamsca cmpo20 Ha 00HOM Ypo8He, He domxcHbI bbimb.

KaKkum-nubo obpasom u3smeHeHsl (ucrnpasaeHsbl, MNooKaeeHsbl u
m.f.) u He 00MXCHbI CMUpPamscsa -
B cneodyrouwiel, Hux3e pacrnonoxeHHOU CmpoKe AAMUHCKUM

wipugpmom ' moxem bbimb yKA3GHO UMA U amunus
Odepxycamensa Kapmebl (OAUUOHHO), a makxe cpok (mecau/200)

10 Komopbiii Moxem Ucnoab308amsca Kapma
 Jloecomun  MaamexcHoli cucmembl  u306paxceH 8 gude
_mpexusemHo20 MPAMOYe0nbHUKA, codepxauie2o HAKAOHHbIE

[10/10Cbl  KPACHO20, CUHE20 U 3eAeH020 Y8emos, Ha  ¢hoHe

KOmopbix U3006paxeHsl 0se 2pynnel uepoenugos, Komopsle
8blrosIHeHbl benbim usemom

.,p‘t‘




al AP _
Sl Og i g ool = gl — Crrls el
e o @y — f/~u~'ffuj,u~ et o bl Gt

J—J“"‘

- Jluyesas cmopoHa Kapm China UhionPay' _
- Moxtem npucymcmeosame Haodrnucbk — UnionPay

Jlocomun pGCI'IOfIO}I{EH 8 HUXCHeM npaeom Yyeny Kapmbl

Jloecomun = HQHoCumMCA - creyuanbHbIM — munoepagcKum

criocobom oo eepxHUU 3au4umelﬁ csoU  rioeepxHocmu
Kapmeol, mo3momy He cmupaemc,q He omcnaueaemc,q u He

: weflywumc,q | _. | “ £t
B HuxcHel cmpOKe Kapmbl mMoxem npucymcmeoeamb'

Haonuce, caenaHHaﬁ NIAMUHCKUMU 6yK60MU ~ ELECTRONIC
USE ONLY -

o PN — N,

)




S0 S UZ ool = gl — Crriscl
rhlog) @ ey — Hlodamosi) e et ko) Gl

Vool Ay

O6opomHas cmopoHa kapm China UnionPay:
MaenumHaa nonoca, Komopasa enaueaemcs & MAACMUK U

‘cobepxcum  3aKOOUPOBAHHbLIE  OAHHbIE, 3anucaHHoie

371eKMpPOHHLIM criocobom. OHa He O0oMmHHA omcaAaueamscA
unu umems 8UOUMBbIX nospexoeHul - |
[Mo0 maz2HumMHoOU noaocol pacrnonoxceHa rnaHesnb 044 noonucu

‘oepxtamenaA . Kapmeol,. Komopas  coenaHa . U3
ceepx4yyscmsumenbHo2o enaodko2o0 mamepuana. Ha navenu, ¢

HAK/I0HOM ' 8fpaso,  HAHOCAMCA ' UeemHsle ' [10/0Cbl,
~codepxcawue  Haonucu e eude uepoenugos. Capasa om
[aHenu HaHocumca 2pynna uepoenugos u HaAOMNucs 8 08yx

‘yposHax — AUTORIZED SIGNATURE. Ha naHenu OdomuHa

fpucymcmeosame  Noonuce  oepxcamena  Kapmeoi  (6e3
ucnpaesaeHuli U npusHAKo8 cmupaHus)

.,p‘t‘
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Vool Ay

O6opomHas cmopoHa kapm China UnionPay:

Hanee (Huxce) pacrnonoxiceHsi CMPOKU, codepmauue Haanucu

'Ha kumatickom A3siKe, uepozaudel

B HuxHel uacmu kKapmbel Moxcem 6bimb pacnonomeHa

0804/71bHOU opMbl PAMKA, 8 KOMOPOU uUmeromcsa Haonucu Hd
Kumalckom fA3bike (uepoenugbl), moxcem 6bbims YKA3AH

! KOHmGKmeIU mEHEd)OH a makxce HasseaHue catima 6GHKG :

amumeHma
B npasom HUMCHEM.  yeay Kapmsi mMoxem pacrnonaeamsca
 (onyuoHansHO) pamka npAMOY207abHOU opMbl, 8 epaHuyax
_Komopol HaHocumca s7020mufl = 3MumeHma - KpeoumHolu

'Kapmel, aubo, Kak npasuao, u3obpaxcaemcsa Benukaa

KUmaucKkaa cmeHd u rnpucymcmeyem Haodnuco: GREATWALL
CARD

.,p‘t‘
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~ Jluyesas cmopoHa kapm China UnionPay:
B eepxHeli yacmu Kapmeol: Ha3eaHue 6GAHKA-5MUMeHMA, Ha

kumaucxom u GHZ/IUUCKOM ﬂ3bIKClX u noeomun 6aHKa- "

amumeHmad

Huxte - pacnonoxceHa cmpoka,. codepmamaﬂ Haonuck. Ha
KumalcKom fi3biKe (uepoesnugbi)

"B cpedHeli yacmu Kapmesl pacriononceH Homep Kapmel,

cocmoAwut u3 16 yugp, cepynnuposaHHeIx 8 nponopyuu 4-4-

4-4 u pazdeneHHbIx npobenamu. Homep kapmei 0onxceH bbimeo
~8blnosHeH mucHeHUem, rnpoamboccuposaH. Llugppsi Homepa
_Kapmbl He 00aXHbI bbimb KaKum-nubo obpa3zom U3MeHEeHbI

(ucripasneHsl, NOOKAeeHbl U M.A.), umMems 0OUHAKOBLIU

pasmep, pPacrnonoxceHbl cmpo20 Ha OOHOM ypoeHe U He
OO/ HbI CMUPAMb6CA

.,p‘t‘
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~ Jluyesas cmopoHa kapm China UnionPay:

[lo0 8bINMoAHEHHbIM MUCHEHUeM HOMEePOM Kapmebl, CrpaAsa,
| pacnonomeHa U320MOBAEHHAA € M[pUMeHeHuUem sasepd,
2onoepamma  CUP  Card, Ha KomopolU eopu3oHmMaArsnbHo,
10CMpoYHO U30bpaxceHol 08yxusemHoie 2pyrins! uepoenugos,
rpueedeH eonoepaguyeckul - cumeon (mopzosas mMapka)
TlnamexHou . cucmemsl . CUP, @ makie mpexmepHoe,
obvemHoe u3obpaxceHue boxecmeeHHo20 Xxpama

B cnedylowel, HUMXepacrnononeHHoOU CMPOKe, MAaKx3e
" mucHeHueM, yKasbiearomca mecay/200, m.e. CPoK, o
_Komopbili  Moxem ucnonb308ambCca Kapma U  OOAMCHbI

Apucymcmeosames murospagckum obpasom 6bIrNoAHEHHbIE

Hadnucu: VALID THRU u MONTH/YEAR

.,p‘t‘




S0 S UZ ool = gl — Crriscl
Hrtlondepyy — fogdediflrol2 e drs) Gl p

~ Jluyesas cmopoHa kapm China UnionPay:
Jloecomun [InamexcHol cucmemsbl CUP usobpaxceH 8 sude

mpexysemHo20 MpAMOY20abHUKA, co0epHcauie20 HAKAOHHbIE

[10/10Cbl.  KPACHO20, CUHEe20 U 3eneHoeo Usemos, Ha ¢oHe
Komopbix = u3obpaxceHbl  0se - epynnbl  uepo2augpos. U
npucymcmsyem Haodnucs — UnionPay, Komopbsie 8biroaHeHbI

benbim ysemom. Jlocomun pacrnonomeH 6 HUMHEM [pasom
yeny — kapmeol. . Jloeomurn  HaHocumca  crneyuasnbHoIM

munozpagckum criocobom oo sepxHUlU 3auWUMHGIU caol
- noeepxHoCcmu - Kapmei, noamoMy He cmupaemcsa, He
omcaaueaemcs u He wenywumcs | A

‘B HuxtHeli cmpoKe AAMUHCKUM Wpugdmom (mUCHeHueM) :

doanbl 6bImb YKA3aHbI UMA U ghamunun oepicamens Kapmeol

.,p‘t‘
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O6opomHas cmopoHa kapm China UnionPay:
MaenumHaa nonoca, Komopasa enaueaemcs & MAACMUK U

‘cobepxcum  3aKOOUPOBAHHbLIE  OAHHbIE, 3anucaHHoie

371eKMpPOHHLIM criocobom. OHa He O0oMmHHA omcaAaueamscA
unu umems 8UOUMBbIX nospexoeHul - |
[Mo0 maz2HumMHoOU noaocol pacrnonoxceHa rnaHesnb 044 noonucu

‘oepxtamenaA . Kapmeol,. Komopas  coenaHa . U3
ceepx4yyscmsumenbHo2o 2a1a0Ko2o0 mamepuand. Ha navenu ¢

HOK/IOHOM ' 8Mpaeo.  HAHOCAMCA ' UBemHble ' [10/0Cbl,
~codepxcawue  Haonucu e eude uepoenugos. Capasa om
[1aHenu HaHocumca 2pynroi uepoanugos U HaAonucb e 08yx

‘yposHax — AUTORIZED SIGNATURE. Ha naHenu OdomuHa

fpucymcmeosame  Noonuce  oepxcamena  Kapmeoi  (6e3
ucnpaesaeHuli U npusHAKo8 cmupaHus)

.,p‘t‘
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Ualon oy — ffozdiflior2 gt omgral CULEF = .
- 06opomHas cmopoHa Kapm Chma UnlonPay | | ’\
[Nlanee (Hux3ce) pacrionoxiceHsi CMpOKU, codepcawjue Hadnucu :
HAQ KumatcKom A3biKe, uepoaaucghbl |
B npasom HuMcHeM. ya7ay Kapmbl MOMCEM pacnonaaambc,q I

(onyuoHanbHO) pamka nPAMoy20/bHOLU POPMbI, 8 2paHUYaX
' Komopou HagHocumcAa = sAo2omun 3mMumeHma  KpeoumHou
kapmel, naubo, Kak npasuno, usobpaxcaemcsa Benukas
KumatcKaa cmeHa u npucymcmeyem HadnUCb GREATWALL
CARD o |
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Jluyesas cmopoHa Kapm JCB:

- 8 .UyeHmpe Kapmel — Haodnucob JCB CARD. Moxem 6bimb
YKa3aHo Ha3eaHue Oo4yepHeli komnaHuu JCB unu Ha3eaHue
 KOMNAaHuUU, coeMmecmHo ¢ Komopou ebinyckaemca Kapma

- ysem, (hoH unu Ha38aHUe Kapmel Mo2ym MeHAMbCA

- nocomurn flnamexcHol cucmemsl — cmuaU308aHHAA HAOMUCH

- JCB Ha nonocax CuHez20, KPACHO20 U 3eqeHo20 Uesemos,

‘ApuvyemM Kawoaa bykea pacrionazaemca Ha omoenbHoU
fonoce. [lonocbl  OKpyMeHbl [PAMOY20AbHUKOM  C

30KpyeneHHbiMU yenamu benozo ysema. B HuxcHel uyacmu
npAMOoYy20abHUKA pacnonoxceHa Haonuck JCB Card. Ha kapmax
HO8020 OU3aUHQ /1020MUur PACMOAOHEH 1100 20/102PAMMOU, Ha

.' KameIX cmapoao 0U3GUHG noaomun HaneqamaH eHympu-

2onoepaMMbl

.,p‘t‘
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Jluyesasa cmopoHa Kapm JCB:
- eonozpamma- flnamexcHol cucmemeol JCB pacnonazaemcsa 6
npasol yacmu Kapmbsl 8 UeHmpe 8 8ude o0b6beMHOo20

3epKanbHO20 U30bpaxeHuUsa conHUa, evienAaoblearouje2o us-3a.

naaHemol 3emnsd. lpu paccmompeHuu Kapmei Moo pasHbimu
yenamu usobpaxceHue MeHAemca — CO/MHUe CKpbleaemcs,
ocmaemca monabko dyz2a naaHemsl. [ono2pamma enaueaemcs

8 noeerHocmb Kapmbl CI'IEL{UOfIbeIM CI'IOCO6OM U He domcha _

CMUpambcA Uau omcaausamabca rno Kpaam
- HomMep Kapmeol 68 nepeol rnpoamboccupo8aHHOU CmMpokKe Ha
Kapme, Komopblli- cocmoum u3 16, cepynnuposaHHbIX Mo
yemoipe yugpol (4-4-4-4). MocnedHaAa epynna yuepp Homepa
Kapmeol QonxcHa 6bime - 3MBOCCUPOBAHA . HA 20702pamme.

Lugpel Homepa Kapmbl He OO0MHHbI b6bimb KaKuM-nubo

06pasom U3MeHeHbl (UcrpasneHsl, NnodKeeHsl U m.i.)

—
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Jluyesas cmopoHa Kapm JCB:
- yemsipe, name uau wecmeo Yugp, Komopsie cosnadarom c
nepesiMu  Yugppamu smboccupoeaHHO20 HoMepa Kapmebl, U

00MmucHLl  bbimb HaneyamaHsel munoz2pagckum crnocobom

KOHMpacmHou yeemy Kapmebel Kpackolu nood repssimu
yugppamu rnposmboccuposaHHo20 Homepa Kapmbl Llucppbl He
00/1M#CHbI CMUPAMbCA

- emopas 'nposmboccuposarHAA CMPOKA Co0epicum CPoK
delicmeua Kapmsl 8 cdopmame mecau/200 ¢ anocmpogpom

fnocne Kocoli yepmel (Hanpumep, 10/°12)
- Ha Kapmax 00nxeH npucymcmeosams 3M60CCUp060HHbIU
cumeon J

-UMA U pamunus ,ﬂepmamefm Kapmbl np03M6occupoeaHHble -

fIGmUHCKUM wpugmom mpembobeii cmpokol

.,p‘t‘
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O6opomHasa cmopoHa Kapm JCB:
= M@2HUMHQAA -noaoca, Kkomopad enaueaemca 6 nadcmuK u
codep¥um = HOMep - Kapmsl U - 00MOoAHUMEsbHbIE

30KOOUpOBAHHbIE - OQHHbLIE, - 3ANMUCAHHbLIE  31EKMPOHHLIM

crnocobom. OHa He O0o0MMHA omcAaUeAMsCa UAU umems
8UOUMbIX TospexcoeHull
- [IdHesb 044 noonucu ,ﬂepmamefm Kapmbi, Komopaﬂ Moxcem

-6bimb  pacnonoxeHa 6 awbom 'mMecme Ha obopomHou
CMOPOHbLI U cOenaHa u3 ceepxyyscmeumesibHo2o 2/1a0Ko20

mamepuana ceemso-2osayb020 u 3eneHo20 PoHa
K .. obcayxwusaHuto  mo2ym - bbimb  MpuUHAMbl  He-
amboccuposaHHsie kapmel JCB, y Komopbix HOMep -Kapmei,

! CPOK Oelicmeus, 3au4umelu cumeon, OaHHbie Oepxcamens
Kapmbi eblapaeuposaHbl Ha Kapme. /[laHHble ' Kapmbl

O6CflyJ+CU60f0mCﬂ Mosabko Yepes 3ﬂ€KmpOHHbI€ mepmuHdanol

.,u‘
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Y ISO/IEC 7810 ”Kapmowxu udeHmud)UKauUOHHble ¢u3uwecxue

“ . XxapakmepucmuKu”: | i i
ID-1 " - onpedefmem o6u4enpUHﬂmble pa3mepbl u cbopmy :
Kapmeol; | ; - |

wupUHa 85,595 +0 125MM |
_ ebicoma - 53,975 +0,055mm - SRR, R
- monawuHa - 0,76 £0,008Mm : RO
| paduyc OKpyxtHOCMU 8 yenax npﬂmoyeoanUKa 3 18MM | <8

R=318mm

—

» '- . 54 mm

~Hw— 076 mm

\
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ISO/IEC 7810: kapma 00aXcHA cocmosAms U3 MNoaAueuUHUN-
X/0puda, ayemama noAuBUHUAXAOPUOA unu mamepuanos,

umerowjux pasHsle uau ayvywue xapakmepucmuku

TpebosaHusa K Odegpopmayuu: nocane moao, KaK 00Ha cmopoHd
- byoem usoeHyma esepx Ha ' 35MM, OHaA  OOAMCHA
8038pAAMbLCA B8 [Mep8oHA4YasIbHOE [M/0CKOe COCMOAHUe ¢
OMK/IOHEHUEM 6 npeaenax 1, 5MM |

)
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_ ISO/IEC 7811 “Kapmouku udeHmugukayuoHHbsle. Memod \

“| | 3anucu’ — ycmaHasauseaem .criocobbi  KOOUPOBAHUSA .\

uHgopmauyuu.  [Opu = AomMowu  MemooOo8  MUCHEHUA
(amboccuposaHusa) u 3anucu Ma2HUMHOU oaocol

CneyuguKkauusa odenumca Ha 5 yacmedu:
' = mucHeHue (memod 3anucu)
- Mae2HUMHas rnosaoca (memoo 3anucu)
- pAcCrosnoxeHue cumeosnos npu mucHeHuu Ha kapme ID-1
- pacnonoxeHue MaeHUMHbIX 00POMCEK, docmynglx monbKo
. 0naymeHus (Qopowku lu2) | -
-'pacnonoxeHue Ma2HUMHbIx Oopomek docmynglx oA :
qmeHuﬂ/sanucu (Oopoxcka 3)
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- ISO/IEC 7812 “Kapmo4ku uae_Hmud)uxaqUOHHble Cucmema \
= Hymepauuu” u ISO/IEC 4909 ”Kapmowku 6GHK06CKue ’\

Kapmoyku 0a4a cpuHaHcoabix onepayuil”: | '

- Homep Kapmel coenadaem ¢ HoMepom c4éma (Prlmary
Account Number - PAN) | . , . . v

- PAN umeem 0ﬂUHy He 6onee 19 dec,qmuqulx qud)p
Cocmoum u3:
- Issuer Identification Number (lIN)
e MdeHmuchKaqUOHHoeo Homepa cyéma
- I'Ipoeepquoeo cumeona

% »
- P
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lIN cocmoum u3 6 yugp, nepseas us KOmMopbix onpedensem

- ompacnesyto nNpuHAdAeHHOCMb IMuUmMeHma Kapmel:
0 — 3ape3epsuposaHo Ha 5y0yu4ee '

1 —asuanuHuu _
2 — asuanuHuu u byodywue ompacnu
3 — mypu3m u paseneyeHus

' 4 — 6aHKoBCKUE/(uHaHcosbIe onepayuu

5 — baHKoscKkue/puHaHcosble onepayuu
6 — mopzossie/baHKosCcKue onepauuu
L~ aemOsanpaequb'le onepauuu

8 — menekomMmyHuUKayuu u byoyuwjue ompacau
9 — onpedenaemca HAYUOHANbLHLIMU Op2aHaMU cmaHdapmu- :

3ayuu
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. ISO/IEC 7811-2 - bnpedenﬂem' mMemoodbl 3anucu, Ucnosnb- \
3yemvble  0AA KOOUpOBGHUﬂ umbopmaquu Ha . MaeHumHou .\
nosoce Kapmbl i |
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ISO/IEC 7813 - onpedefmem d)opmambl nepeou u emopou

' dopomek MGZHumHOU r1oaocobl

ISO/IEC 4909 - onpedefmem d)opmam mpembeu dopomKU'
MaeHumHou nonocel
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“Yunossie Kapmel 6blsafom
1. Kapmsi namamu

2. Muxponpoueccoprle Kapmbl
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Kapmsl namamu — ucmopuyecku nepesie Yurnossie Kapmeoi. -

“| | ucrionb3yromca 044 . MHOMecmea cgep, = Hanpumep,

menegoHHbIe Kapmbl
ApxumeKkmypa Kapm namamu:

access logic  application data

address
1o <> s;‘;‘:‘m <«—» EEPROM
clock  —»{] logic
control —4-»[] 'y
Vee —»[]
GND —f»0 R
:

identification data

EEPROM Erasable Electrlcally Programmable Read Only Memory
ROM - Read Only Memory

- - S

)
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MukponpouyeccopHsie Kapmsl — ucnonb3yfomc,q Hanpumep,
“|  0nA baHKoscKol cgepsbi.

ApxumeKmypa MUKponpoueccoprlx Kapm:

coprocessor
+ processor  working memory

NPU [«+—» RAM
110 4——*1. ¢ ¥
cLk ——»8 CPU [|[«—» EEPROM
RST —1»8 Y
Vece ——.'. /
GND  —@ / > _RoM
“ ?
data memory and
operating sysiem operating system

routines

RAM Random Access Memory ' | |
EEPROM — Erasable Electrically Programmable Read Only Memory
ROM — Read Only Memory
NPU — Numeric Processing Unit

CPU — Central Processing Unit

K1V
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BecKOHMaKmHbsie Kapmbl — mMe e Yurnosble, HO UCMOo/b3yiom \
. Opy20l KOMMYHUKQUUOHHbIU UHmMepgeluc | | .\

ISO/IEC 14443 — onpeden,qem 6eCK0HmaKmelu UHmepcbeuc u
npomoxon obmeHa
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[pumeHeHue 6ecKOHMAKMHbIX MeXHOAo2ul: \

- I Mnatexm ! p 3
s
. } * SNEKTPOHHLIA, - W

TpaHcnopT Kolenex L .
* bunetol X

SneKTpoOHHan
naeHTMuKaums

« [lacnopra

Kontponb poctyna WUHoe

« B 3panun S« KapTbi NOANMLHOCTH

* CouuansHbie KapTbi
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Apxumexmypa 6ecCKOHMaKmMHbIX Kapm:

modulalor + demodulator coprocessor

v / v

Ot tr) i el i B 2

+ anti-collision mechanism  clock generator + processor  working memory

v

. RAM — Random Access Memory

ROM = Read Only Memory
NPU — Numeric Processing Unit
CPU - Central Processing Unit

NPU +—» RAM
o] _*-L. ty
— CLK ——# CPU [#—» EEPROM
— RST —|»8 'y
i vee —1—+ /
& GND —>8 / "R
t } “ f
data memory +
aerial veollage regulator operating syslem operaling system
+ resel generator routines
W k
v
RF interface microcontrolier

EEPROM — Erasable Electrically Programmable Read Only Memory'
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KomBuHuposaHHble  Kapmel —  Ha  OOHOM  MAacmuKe

ghakmuyecku Oee Kapmel — 4unoeas u 6ECKOHmCIKmHaﬂ
(naMﬂmbunpunomeHun Ha HUX - pa30eanble) | ; '

,ﬂyaanble Kapmel — HA OOHOM - M/ACMUKe K namamu u

pusaoxeHUaAM umeemcs 08a UHmepd)euca — Yyunoebil U

'. 6eCK0HmaKmelu

boisaem u 6onee cAOHCHAA apxumexkmypd — Hanpumep, 08a
~4una, ucnone3yemou obujel 06nacmbro namamu, Ho pasHbuwu
i npunomeHunmu | -

)
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[Ipumep apxumexmypebi: i g | \

microconiroller

-
-

HH
I

conlacts

NPU [+—» RAM

T

110 q——.}o—l

cLk —4 CPU » EEPROM
il
e
—

modulator + demodulalor clock RST
+ anb-collision mechanism  generalor Vee

$ / GND

ROM

v

EEPROM
address
— o —feles 2 EEPROM

security

clock '—-F‘I logic

control —3—+i y
Ve —1»l
B cno —++8 ROM

# I

aernal vollage regulator
+ resel generalor

N——r! v

RF inlerface memaory chip

-
\




P - >y e W O f' e L

DO S D O ol = )€ RO YL

crrelrbel ol of <5 1YY

1996 — noasunca cmaHdapm EMV. (Europay, Mastercard, VISA)
o ompacnesou cmaHdapm, peenameHmupyrouuli pabomy c
MUKporpoyeccopHoli  Kapmodli,  ucronesyemol = 04

5€3HGIIU‘4HbIX pacwemoe |

~ Kapmei cmaHdapma EM "4 pasnuqulx nnamemelx cucmem:
= VS5DC — VISA; .

- MChip — MasterCard:

- AEIPS — American Express;

- =-JSmart — JCB ;

)
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. EeCKo.HmaKmere Kapmbl Pa3AUYHbIX NAGMENCHBIX CUCMEM:

Opraxuusauua bp3HA

VISA | V53wave
PYpass

SRS

Zip”

y 1 r T N : 3 - J
S »
A\ J.
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I'IpuMepbl 6arHKOS, bIMYCKAIOWUX U  MPUHUMAIOWUX 6
.. 3K60UpUH206t>IX cemax Kapmbl pa3AUYHbIX . [AAMENHCHbLIX
‘cucmem: . AT AT b
- Pyccxuu CmaHdapm

CBEJEHHH 00 3MHCCHH H BI'LBEHPHHI'E ﬁ-ﬂﬂh{lﬂfm KapT

CHCcTeMA PacieTOB IMHCCHA IKBAHPHHAT
American Express + + |
China UnionPay +
DINERS CLUB + +
JCB International +
‘ MasterCard Int. + +
'?' VISA International + +
; 3omotaz KopoHa +
+

Pycckui CTaHOapt +
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I'IpuMepbl 6arHKOS, bIMYCKAIOWUX U  MPUHUMAIOWUX 6
.. 3K60UpUHZOBbIX cemax Kapmbl pPa3AUYHbIX  [AAMENCHbIX
cucmem: R R i
-~I'a3np0M.6_aHK_

CeedeHHA 00 SMHCCHH H SKBAHPHHTE OAHKOBCKHX KapT

CHCcTeMA PacIeToB IMHCCHA DKBAHPHHT
China UnionPay + |
MasterCard Int. + —
VISA International + +
ABTOYTHIT +
; JonoTag KopoHa +
¥ OO0bpeIHHEeHHAA pacieTHAsA CHCTEMA + +

CrnenHansHadg JOKaIbHAL KapTa [ aznpoMOaHKa +
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. I'IpuMepbl 6aHKo8, eblny'cxafoiqux U NPUHUMAOWUX 8
.. aKeaupUHeoeblx cemax Kapmbl pa3AuYHbIX  NAAMENCHbIX
cucmem: : T T I
- PocbaHK

- Ceezesng od 3MHCCHH I IKBAIPNHTe aHKOBCKIY KapT

CucTenMa pacdeToB IMuccus JKBAMpUHT

* American Express +

. China UnionPay

JCB International

MasterCard Int

~ VISA International

Jorotaz Kopora

| OfBeHHEHAAT pacyeTHAL CHCTEMA
POCBAHK

TaMoxerHad KapTa
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I'IpuMepbl 6aHKOS, BbIMYCKAOWUX U  MPUHUMGIOWUX 6
.. aKeaupUHeoeblx cemax Kapmbl pPa3AUYHbLIX . MAAMENCHbLIX
‘cucmem: . AT AT i
---C6ep6aHK- &

- Ceenenns od aMucCHN 1 IKBATPHHTe (AHKOBCKIX KAPT
Crctenma pacyeros IMHCCHA JIKBANPHET
American Express - +
DINERS CLUB
MasterCard Int.
VISA International
- ENCC V3K
IIporparoa DUET

+ + + +

\'\‘i
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baHKoseckue Kapmoel moeym npuHUMamecs caeoyrouwumu
ycmpoiicmeamu: ' ' '
- UmnpuHmepsbi

- [TuH-nader

- EFTPOS-mepmuHanoi

- Kuocku camoobcnyxcusaHus
- baHKomamei




3flekrhp0HHbl-e " ycmpoﬁcméa npuéMa BaHKOBCKUX

M chanBO_EMble ycmpo_ucmea
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nAAacmMuKosbelX Kapm 014 oraamsl mosapos u ycnye

- Hacmoanble EFTPOS-mepmuHanei

- [lepeHocHble u mobusnbHbie EFTPOS- mepMUHaﬂbl

- baHKosckue nuH-naosl |

- Pumelinosble nuH-nadsi

- Pumedinossle nuH-naosi ¢ yHKyuell eeoda nodnucu
- BeckoHMakmHsie pudepsi | '

Y - Y 1 \ ‘
& *
- P






Please tap
your card
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BaHKoscKue nuH-naobi: | | | \
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Pumetiinossie nuH-nadsi ¢ pyHKyuell 8600a nodnucu:
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EeckoHmMakmHsie pudepbi: ' \
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Konuqecmeo EFTPOS-mepMUHanoe u I'IUH nadoe Ha MUfIflUOH'
HaceneHu,q e cmpaHax EC u e Poccuu 8 2010: '

PUHNAHZNA 37446
Tpeuus 36523
Henaqms 30149
ldaneTa 28804
MopTyranus 26775
NiokceuGypr 25334
Mrarmm=a 24749
tpaHyms 22001
TIF=ETT ] 21858
BennkoBpuTaHig 20200
Danus 19404
ScToHNA 19324
HMpnangns 17574
CpeaHesno Eepone 17561
CnoeeHns 17388
[onnaHaus 15567
Eenerns 12704
NwTea 11208
NaTens 106855
Yexna o218
ABCTPMA 9146
FepmaHng 8295
Bonrapua 8015
BeHropna Ta44
Cnosakas 6397
Monewsa G505
PyubIHAA 4805
Foceur 3040

0 2000 10000 15000 20000 25000 30000 35000 40000
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[lo daHHbIM UB P® Ha Il keapman 2012 2o00a 8 Poccuu 8
op2aHuU3ayuAx mop2ossau U cepsuca ycmaHoeneHo 654 952 |
3/1eKMPOHHbLIX MepMuHana : G P
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- ACI Worldwide (CLLIA) — Base24 R
.- Card Tech Limited (CTL, Benuxo6pumaHu,q) C TL_ ’\
- Compass Plus (Poccus) — TranzWare : ' " '

- 3Card-F
- FIS (CLUA) — Cortex

)

BeHdopbl npoquCUHeoe u ux pewenusa: ' | N

- OpenWay (benbeus) — Way 4
- TietoEnator (/lameus) — TietoEnator

- baHKosckuli I'Ipou3306cm6eHHblu LleHmp (EI'ILl Poccu,q) o
SmartVista |

- Pykapd (Poccusi) — Cod)um
-I'IpoepaMMHble CucmeMbl u TeXHonoeuu (I7CMT Poccu,q) =
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" [pomokonsi o6meHa c mepMUHanaMU U NUH- nadamu
%  -]SO8583 - -
-'SPDH
-VISAIl
- APACS 30
- APACS 40
<APACS 50 '

B Poccuu yawe eceeo ucnonb3yfomcn pa3nuqule duaﬂekmbl
| ISO8583, UHoeda SPDH |
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NpY NONOXUTENLHOM OTEETE
Ha 3aBTOPU3AUMOHHLIN 3aNpPoc
Kaccup oTAAeT rosap
AepPKaTento KapTel.
Npw oTpUUaTenLHOM oveere >

(oTxkase e asTopusaunm)
Kaccup He nepepaer rosap,
npeanaraeT onNnNarnuTL NOKYNKy
APYrow Kapron
MMM HANWUUHBIMA

Aepxarens Kaprol
ANA NPOBEACHMA ONNATLI
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 PeznameHmupyrouwjue OOKYyMeHmsl MeXOYHAPOOHbIX
NAGMEeM HbIx cucmem: : - | : .\

«> v

MasterCard

Visa International Operating MasterCard Rules (15 nona 2011)
Regulations (10 anpensa 2011)

Visa International Certificate of Maestro Global Rules (25 ¢pespana
Incorporation and By-Laws (2007) 2011)

Visa CEMEA Fee Guide (oexkabpb MasterCard Consolidated Billing
2010) System (Europe Region NON-SEPA)

(17 cenTabpa 2010)

.,p‘t‘



PasodeneHue  pe2uoHOB8 = MeXOYHAPOOHbLIX  MNAAMEHCHBIX

cucmem. \
08 - USA 1 - USA
07 - Canada A - Canada
05 - Latin America/Caribbean B - Latin America/Caribbean
. 04 - Asia/Pacific Region C - Asia/Pacific Region
’ Europe D — Europe:
48 1 Single European Payments Area
SEPA
e 2 Intra-Western Europe
: 3 Intra-Eastern Europe - RUSSIA
o :
A 06 - CEMEA (Central and Eastern E - South Asia/Middle East/Africa
' Europe, Middle East and Africa

Region) - RUSSIA

™ OTON
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MexbaHKOBCKAA KOMUCCUA — 3moO KOMUCCUA, Komopol
obmeHusaromea mexcoy coboli puHaHcossle yYpercoeHua —
_3aMumeHmsl U 3Kealiepbl npu Kaxcool onepayuu, npoxodmueu
€ UCNOMb308AHUEM NMAAMEHCHBIX npoameoe Visa

Mex6aHKo8CKasA KOMUCCUA — 3Mo KOMUCCUOHHbIE Naamexu,
ocywecmesifsemble mexcoy 08yMA y4acmHUKamu naameéxcHou
- cucmembl U He Aenademcs 00X000M naamexcHou cucmembl

N TN
e == S

JKBauepbl OMUTEHTELI
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- Mexc6aHKO8CKaA KOMUCCUA ycmaHasnueaemca naameéxcHou
cucmemoli 8 - uUenax noooepxcaHusa - banaHca B83aumHoU
30uHmMepecosaHHocmu = Mex @y = baHKOM-3MUmMeHmMom
- 6aHKoscKoli kKapmebl (O5Cﬂy)+CUBGfOU4UM depxcamesna Kapmel),
u 6aHkom-aKealiepom (NpuHUMarowum u obpabameisaroujum
mpaH3akyuu Visa no 0ozoeopy ¢ mopeoeo CepBUCHbIM
npeonpuamuem) | |

- IKeatliep naamum smumeHmMy MexbaHKOBCKYIO KOMUCCUIO
30 KauOyr MpaH3aKyuro no ofaame  rnpuobpemeHHo20
moeapa uau ycayau no kapme. ImumeHm naamum sKealepy
30 KaOyo MPAaH3aKyuio ¢ Ucrnosnasb3osaHuem baHkomama

- [lpu mMpaH3akyuax no eo3epamy MEJ+(5GHKOBCKCIFI KOMUCCUFI
'- npoxodum 8 «o6pamH0M» HanpaeneHuu |

.,p‘t‘
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"
MexcbaHKoscKaa KomMuccusa: Mt ek i \

Noxop baHKa-3muTeHTa (A) Nloxoa baHKa-3KBaiepa (b)

_ Bblﬂ,EI'-IEI Ha/1NM4YHbIX

+ KOMWCCUA C KNKMEHTA 3a + KoMmuccusa ¢ baHKa-3MUTEHTA
EblAa4yy HaAMU4YHbIX

- Onnara ToBapoB U ycnyr

+ Kommuccna ¢ baHKa-3kBaepa  + KOMWMCCUA C TOProBOM TOYKK

K1V
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Me.7+(6aHK06CKaﬁ Komuccus 3asucum om:

- Tuna npodykma (Hanpumep, cmamycy Kapmbl)
L - Kamezopuu mpaH3akyuu |
-'Kamezopuu mopzoeol mo4Ku

- MecmOHaxomdeHu,q smumeHma u 3keauepa




B
Kamezopusa mpaH3aKyuu: iy e | \

VISA MasterCard
Electronic Enhanced Electronic
(100% online asTopu3auma) (100% online aBTopu3auma)
Standard Base
(Paper-based transactions) (Paper-based transactions)
eCommerce Merchant UCAF
Chip Terminal Chip Terminal
Chip full data Full Chip
Chip Issuer Chip Card
Small ticket transaction (<1 000 py6.) Low value Payment (<900 py6.)

UCAF — Univ_efsal Cardholder Authentication Fl_'eld
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Kamezopusa mopeosol moYyKu:

Supermarket
(MCC 5411)
Utilities
(MCC 4900) (Electric, Gas, Water, and
Sanitary)

Airline
[MCC 3000 — 3299, 45 11}

Recurring Payment
(MCC 6012)

Petrol
(MCC 5541, 5542)

Telecommunications Services
(MCC 4814)

MCC Merchant Category Code

Hitgd r/r)fmz — B DU OB oM Ce
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B
- MecmoHaxoxdeHue smumeHma u sKkeatepa: Hii \

Poccusa Poccusa National E
- Poccus CEMEA INTRA regional
(unu INTRA CEMEA)
- CEMEA Canada INTER regional

MCC - Merc_hdnt Category Co_dé
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¥ Pa3mep MEJ+C5GHK06CKOU KOMUCCuU o °IUI'IOBbIM KapmaM
VISA 6 cmpaHax EC u 8 Poccuu:
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Pa3mep MEJ+C5GHK06CKOU Komuccuu no KapmaM MasterCard 8
cmpaHax ECue Poccuu: | | |
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Top2oeaa  ycmynka — 3mo Komuccu-ﬂ 3a oEcﬂmeeaHue

 mopaoebix moYyex ' ' '

»|  [losuyuu, eKaoyaemole e mopeoeyfo ycmynKy 8 H€K0m0prX
-CmpaHax EBpOI‘IbI |

. : : : [ ! Benwuko-
benbrva | lanuwa | ©panuma | fepManma | Urarma | Huaepnanaosl | Tlopryranusg | Uonannst GpuTarms
YcTaHoBka TepMuHana / 3aaska Ha
a a a HeT HeT/na a a a HeT
YCTaHOBKY TepMuHana A A A A A A A
ExerogHas / exeMecayHana KoMMccna HeT HeT Aa HeT HeT HeT HeT aa HeT
MuHuMansHana exeMecayHasn
HeT a a HeT Het/aa a a a HeT
KOMCCUS A A a a a a
HeT |
TepMuHan HeT HeT HeT HeT HeT/aa HeT na HeT i
A3HHBIX
HeT
lNognepxka TepMmHana HeT HeT HeT HeT HeT/aa HEeT aa HeT
AaHHBIX
| TenekoMMyHMKaumMn HeT HeT HeT HeT HeT HeT HeT na HeT
Beinucku aa na Aa na aa na aa na na
PacxoaHsle MaTepuans HeT HeT na HeT HeT HeT HeT/na na HeT
. fonocoeaa asTopvsauma na na na HeT aa HeT aaHHbIX na aa HeT
. OO0y XvBaHWe 33 ONpoTaecToBaHMe s i i R e o A o s
> TpaH3akumn
‘ InaTta 32 NpeBsilleHNe YPOBHA Her
ONpOTECTOBAHWIA TPAH3IAKLMN na na HeT HET na AaHHBIX na na HET
coBepuieHHbIX 8 TCI
Beinwncka cueTos HeT a i HeT a HeT HeT HEx a
' A O3aHHbIX A AaHHbIX A

N b r T N : - - J
g »
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-Topzosasa ycmyrnka ompaxaem 06wyl cmoumMocms
: O6C/1y)+CUBGHUH TCI1 0ns 3Kealiepa

- Pasmep mopeosbili ycmynku moxcem onpedenﬂmbc,q c _'

yqemom cmpameauvyeckux npuopumemos 6aHKa-3kealepa u
Xapakmepa €20 OmHoweHuli € Mmop2080-CepB8UCHbIM
npeonpuasmuem i i |
= Pasmep ' mopaosou ycmynku e ‘3HayumesnbHoU Mepe
onpedensemcsa KOHKypeHuyuel Ha prHKe npedocmaeneHun
3KealipuHao8bix ycnye. |

- Cmaska mope2o8oli ycmynKku 3dsucum om mexHUYecKux u
UHbIX MmpeboeaHul K 3K80UpUH2y co CmOpOHbI mop2oeo-
! cepsucHozo npednpu,qmu,q -

K1V
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Mpumep 83aumodeticmeus:

- L5 - ﬂ'isa nepefasT gaHHbIe O ' Jkeanep ﬂepenaﬁ_T AdHHLIE
v TpaHzakyumn 3muTeHTy — 100p o TpaHsakuuu B Visa—100p

@.

®

T e W

)

Visa nebeTyeT 3MHUTEHTA Visa kpeguryer < —
IMUTEHT  98.70p (100p - 1.30p) skmaiepa 98.70p  JKBauep

(1.30% - IRF) (1.30% - IRF)
SMHTEHT T @
BLICTABMAST NepwaTens KapThl e ToproBo-CepBHCHOE
e MNATHT IMHTEHTY "peﬂnp"mg'; iy NpeanpHATHE
ﬂEmTEHm 1{“];} — =, ::-;Omj;!ll;‘la—e-{:ﬁﬂp = 2 ’ = "EPE‘EIBET,QHHHI:E o
KapThl 100p i 10000p | toprosas votynka) L e e 100p

| (1.60% - MSF)

Oepxartens KapThl

Mponaséy

Jepwarent KapThl COBEDIISET NOKYTINY
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1. [lo 6e3Hanu4HOMYy pac4yémy cosepwaemcs: ;
- 8 AwaH - 6onee 10% noKynok | | \
- 8 “fleHme” — 18% noKynokx N

2 CpeOHulU YeK mex KaueHmos, Komopble Hauanu Aaamumes ’

Kapmamu, eblpoc npumMepHo:
- 8 Metro Cash & Carry — Ha 20%
- 8 “Mamépoyukax” — Ha 30%
- 8 cynepmapkemax u cunepmapkemax X5 — Ha 10%

)stETN LGROUP.

AWaH METRD
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Komuccuu VISA: | | i ' \
HavmeHoBaHHUe KOMMUCCHHM 3HayYeHuHe o .\

GEMNERAL FEES

VisaNet indirect access fee 1 500 USD exemecauHo

Annual active BIN license fee 1 000 USD exerogHo

Annual inactive BIN license fee 5 000 USD exerogHo

Global Customer Assistance Service (GCAS) Fees
- Emergency card replacement (Electron,

M Classic/Gold u Bbiwe) 225/250 USD 3a 3anpoc
| - Emergency cash disbursement 175 USD 3a 3anpoc
‘e - Cardholder Inquiry Service/Visa Assistance Centre 7,5 USD 3a 3anpoc

Card Design Review Fees 200 USD eguHoBpEMEHHO
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KoM'uccuu qute'rCard ¢ Abgunuama:

EQWHOBpEMeHHbIe

ADDITIONAL BIN ASSIGNMENT 250 EUR
- SI RANGE BLOCKING SETUP 100 EUR (range)
- ExerogHele
Merchant Acquiring Risk Management 10 000 EUR
. Fee (c pa3zbMBKOM Ha NOKBAPTaNbHbIE NAATEMHMK)
~ ExXeKBapTanbHble
- MATCH Quarterly Subscription 875 USD
 ExemecauHo

BIN Management Actl'-.re | 8 EUR 3a bUAH

—-— D
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I{oMuccuu qute'rCard c Appunuama:

ExeHenenbHble

~ SIRANGE BLOCKING RESIDENCY 7 EUR 3a ananason
~ FILE TRANSMISSION FEE 0,0000034 3a bant
' 'GCMS REPORT IP727010-AA 0,01 EUR 3a 1 cTpoKy OTYeTa
KEY MANAGEMENT SERVICES RESIDENCY 7,5 EUR 3a Kniou
:., ~Authorization, clearing, settlement % oT oBbema TpaH3aKuKWi

ExenoHeBHbIE

MARKET DEVELOPMENT FEE - DOMESTIC 0,1% oT o6bema TpaH3aKkuuM
'CROSS BORDER INTER-R % oT o6vema TpaHaaHuuﬁ

- “ \"'




ALt e ’ . .

. ;

Ty ~ LR A i
s ST Y T TIC IHH 15T Kol (o1 17 2V,
v WMlepsiea e Cerrel

3

HavmeHoBaHUEe KOMMUCCUM

Weekly connectivity fee
~ ATM LOCATOR PROGRAM FEE ENHANCED

 ANNUAL ADMIN FEE AML COMPLIANCE

QUARTERLY VOLUME
MASTERCARD/MAESTRO/CIRRUS

- MINIMUM VOLUME FEE-T1 ISS PLDOM

- MONTHLY ISSUER SAFE FEE
MONTHLY ACQUIRER SAFE FEE

MCOnline MEMBER PUBLICATIONS

TSSOV T S BT RE SHAO B 43 1T I X0 X0 9 151 6

T HR B

- Komuccuu MasterCard c Mpuxyunana:

3HayeHUe

770 EUR exeHenenbHo
500 USD exemecAdHO
144 USD exerogHo

ExexkeapTantHo,
% oT obbema TpaH3aKkuMn

ExexkeapTancHo,
% oT obbema TpaH3aKkUMiA

1000 EUR exemecauHo
1000 EUR exemecauHo

425 EUR exemecadyHo

)
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&
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: . Tpe6yeMble cepmucbuxambl 04 mepMUHanoeunw nadoe . \
1. EMV Level 1 Contact | .\
2. EMV Level 1 Contactless ! ' ! | ! '
| 3. EMV Level2 . -
4. TQM Contact
5
6.
7.

TQM Contactless
PCIPTS "
VISA PayWave
8. MasterCard PayPass
9. AMEX ExpressPay
10 Dlscover Dlscoveerp

Tam - Termmal 'Quallty Manageme:nt
PCl — Payment Card Industry
PTS PIN Transactlon Securlty

| o
ki - A




O A B e B D e T A N

D2yl 2 il vl 92 9Nl — Pl N

CmaHOapmei, ompaxatowue mpe603aHu,q K I'IMH no

~bezonacHocmu:

1. ANSI |

ANSI X3.92; Data Encryptlon Algorlthm | _
ANSI X9.24 (Part 1): Retail Financial Services Symmetrlc Key

Management Part 1: Using Symmetric Techniques

- ANSI X9.42: Public-key Cryptography for the Financial Serwce
“Industry: Agreement of Symmetrlc Keys Usmg Dlscrete |

Logarithm Cryptography
ANSI X9.44: Key Establishment Usmg Integer Factorization

Cryptography

ANSI X9.62: Public Key Cryptography for the Fmancral Serwces
! ECDSA | . _

)
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ANSI X9.63: Public Key Cryptography for the Finanaial Services

Industry: Key Agreement and Key Transport Using Elllptlc
Curve Cryptography :
ANSI - X9.65; Triple Data Encryptlon Algorlthm (TDEA) ;

Implementatlon
ANS| TR-31: Interoperable Secure Key Exchange Key Block

- Specification for Symmetric Algorithms
2. EMV Ei i o3 (3 B
EMV: Integrated Circuit Card Specification for Payment

Systems, version 4.2 (June 2008) —Book 2: Secunty and Key
Management | e

 3.FIPS
“FIPS PUB 140—2 Secunty Requ:rements for Cryptographlc -

Modules .

)
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4. ISO |

ISO 9564: Personal Identlflcatlon Number Management and
~Security

ISO 11568: Banking — Key Management (Retall)

ISO 11770-2; Information Technology — Security 'Technlques e

Key Management Part 2: Mechanisms Using Symmetric Key
Management Techniques
- ISO 11770-3: Information Technology Securlty Technlques -

-Key Management, Part 3: Mechanisms Us:ng Asymmetrlc |

Techniques (RSA and Diffie-Hellman)
ISO 13491: Banking — Secure Cryptographic Devices (Retail)

- ISO  16609: Banking — Requirements ~ for message
authentication using symmetric techniques
ISO/IEC  18033-3: Information Technology — Securlty

techniques — Encryption algorithms — Part 3: Block Ciphers
ISO TR19038: Guidelines on Triple DES Modes of Operation
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5. NIST v
NIST Special Publication 800-22: A Statistical Test Suite for \
Random  and Pseudorandom Number Generators = for N\
Cryptographic Appllcatlons - it -
6. PCI SSC '
Payment Card Industry (PCI) PIN Transactlon Securlty (PTS) -
 Point of Interaction (POI) Modular Security Requirements |
- Payment Card Industry (PCl) PIN Transaction Security Pomt of
Interaction Modular Derived Test Requirements -
Payment Card Industry (PCl) Hardware Securlty Module (HSM)
 Security Requirements
Payment Card Industry (PCl) Hardware Securlty Module (HSM)
7 Derived Test Requrrements -
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o TeXHuquKue U onepayuoHHsIe mpe6oeaHu,q K 3awjume '
 OQHHbIX snadeﬂbqee 6GHK08CKUX Kapm -
L PCI DSS |

OCHOBATENV PCI SSC
PAYMENT CARD INDUSTRY SECURITY STANDARDS

Protection of Cardholder Payment Data %

CAN

EXPRESS

ANTS & “
E
MANUFACTURERS DEVELOPERS DERS PCI SECURITY NS'ES!ER
PCIPTS PCI PA-DSS PCI DSS STANDARDS -
PIN Transaction mlwﬂ Data M & COMPLIANCE

Security Vendors Standard gss

Ecosystem of payment clovias, appliiatiom, infrastructure and users

PCl DSS — PCi Data Securlty Standard : |

PA DSS — -Payment Application Data Security Standard

PCI PTS — PCI PIN Transaction Securlty
 PCI §SC — PCl Security Standards Council

-— W3 »"'




Tpe6osaHu,q PCl DSS:

- MocmpoeHue u obcnyxusaHue 3awuyeHHol cemu
TpebosaHue 1: YcemaHosums u obecneqyums ¢yHKYUOHUPOBA-
HUe MeMcemesbiX 3KpaHo8 071 3aujumsl OAHHbLIX O
oepxcamenax Kapm .

TpebosaHue 2: He ucrnosnszosame napoau u opyaue cucmem-
Hole  napamempsbl,  3a0dHHbie  [pou3eodumenem o
YMOAYAHUIO - - '- |

3awuma OaHHbIX 0 0epxcamenax Kapm

TpebosaHue 3: Obecrneyums 5e3OI'IaCHOE XpaHerue OaHHblx o,
depxcamensax Kapm |

* Tpe6oeaHue 4: Obecrieyume wucf)poeaHue OaHHbIX 0 depma-
menax Kapm npu. ux nepedawe yepes cemu obuweeo
M0sb308aHUA

—
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Tpe6osaHus PCI DSS: |
YnpaeneHue yassumocmamu

| Tpe6oea'Hue 5: WUcnonezoeamb U peeynapHo o06Hosename
gHMu8BUpycHoe npospammHoe obecrneyeHue

Tpebosarue 6: Paspabameisams u noddepmueamb 6e30nac-
Hble cucmembl U rpusoxceHuUs

BHeOpeHue cmpoaux mep KOHMpoaa docmyna

- TpebosaHue 7: OecpaHuqums 0ocmyn K OAHHbIM O Odepia-
menax Kapm 8 coomeemcmeuu co cayxcebHol Heobxodu-
MOCMbIO

TpebosaHue 8: HazHa4yumb YHUKAALHLIU UGeHmugpuKamop
Kaycdomy fuyy, umerowemy docmyn K UHd)opmaqUOHHou
| UHGpacmpyxkmype

TpebosaHue 9: OepaHuwumb d)u3uwea<uu docmyn K daHHblM 0
depxcamensx kapm

—




~ PeaynapHsili MOHUMOPUHZ U mecmuposaHue cemu
TpebosaHue 10: KoHmpornuposamb U omcaexcusames 0600 N
.gocmyn K cemeebim pecypcaM u daHHblM o0 Oepxcamenax .
Kapm ' , . -
Tpe6oeaHue 11: PeeynapHo 8bIN0AHAMb mecmupoeaHue e
cucmem U npoqeccoe obecrneyeHus besonacHocmu

Tpe6oeaH'u,q PCI DSS: | N

I'-Ioc)dépmka noAUMUKU UHd)opMaqUOHHoﬁ 6ezonacHocmu
TpebosaHue 12: Pa3pabomames u noddepmueamb nonumuxy
UHpopmauuoHHoU 6e3onamocmu

.,p‘t‘



Tpe6osaHu,q PCl DSS:

1. YemaHosumb u  obecneyums - DYHKUUOHUPOBAHUE
MexccemessiX 3KpaHos 04A 3au4umbl _daHHblx 0
oepxcamenax Kapm ' '

1.1. HonxcHel 66imb paspa6omaHbl cmaHdapmbl KOHd)uey-
pauuu mexccemessix 3KPAHOB, = KOMOpble  OOMMHHbI
8KAOYaM®b 8 cebsA: |

L3 4 CDopmaﬂbelu npouecc ymeepmdeHun u mecmupoea-
HUA 8cex BHEWHUX coeduHeHul U UusmeHeHull 8
KOHGu2ypauyuu mexccemeaozo 3KpaHa

1.1.2. AKmyanbHyto cxemy cemu C yKasaHuem ecex KaHanoe
docmyna K OdHHbIM O depmamefmx Kapm, eK/i4as ece
6ecnpoeodele cemu |

—




B
1.1.3. TpebosaHuUA K Mmexccemesomy 3KpaHUPOBAHUIO KAXOO- \
20 UHMepHem-coeOUHeHUA U Kax0020 coedUHEeHUA Mexoy N
-0emMunumapusoeaHHoi 30HolU (DMZ) ‘U eHympeHHeli cembio .
KOMMaHuu , . -
1.1.4. OnucaHue epynn, poneld u omeemcmeeHHocmu 3a |
ynpassneHue cemesbimu ycmpolcmeamu |
- 1.1.5. O6ocHOBAHHbLIU OOKYMEHMUPOBAHHLIU repe4yeHs ecex
paspeuwieHHbIx 074 UCNoab308aHUA Cepsucos, MpomoKoa08 u
f1opmos, Heobxodumoix 0na pabomebi. busHec-ripunoxceHuu,
8KIOYAOWUL  OOKYMEHManbHoe  OnucaHue = 8HeOpPeHHbIX
MEeXaHU3MOo8 3aujumsl Hebe3onacHboix npomoxonoe
1.1.6.. Tpe6oeaHue nepecmompa Hacmpoek mexccemesnix
3KpPaHos8 u Mapwpymu3amopoe He pexce odHoeo pasa 8
nosnzooa

.,p‘t‘



1.2. flonwHa 66imb €O300HA KOHGU2ypauua mexrccemessbix
3KpaHoB8, Komopas KOHmponupyem 8ce coeOUHeHUA Mexoy
'HeooBepeHHbIMU -~ cemAaMU - U ecemMu  cucmemHbsIMU
KOMNoHeHmMamu 6 cpede OaHHbIX O oepxicamenax Kapm.
[MpumeyaHue: HedosepeHHOU  Aendemca  nwbaa ceme,
Komopas He KOHmMposupyemcs rnposepsaemoll opeaHusayueli
- 1.2.1. Bxooawul u  ucxooawul mpagpuk odonxieH 6bbimes
02PAHUYEH MOALKO HeobXxo0umMbiMU COEOUHEHUAMU O0nA
cpeosl OAHHbIX 0 depxcamesnax Kapm

1.2.2. fonxucHa b6beimb obecrieyeHa 6e3onacHocms U
ceoespeMeHHas CUprOHusaqun KOHd)ueypauUOHHblx d)aunoe
7 MEeN(Cemesbix SKPaHos - |

K1V




1.2.3. Heobxoduma ycmaHoOB8KA Mexccemeabix 3KpaHo8 Mexoy
_noboli  becriposodHol  cemblo U cpedoli OaHHbLIX O
depyamenax Kapm, makue mexccemesble IKPAHbI O0AHHbI
bbimb HacmpoeHsl Ha 6no:<upoeaHue nboeo mpaguxka us
becriposodHolU cemu, Aubo e20 KOHMPOsA 8 MOM cay4de,
ecnu makol mpaguk Heobxooum 019 bu3sHec-rpunoxrceHul
1.3, [omwcHa 6eimb 3anpewjeHa npamas  KOMMYHUKQUUA
mexcdy cemoto UHMepHem u A06biM KOMMOHEeHmMoM cpeodbi
OQHHbIX 0 Oeprcamensax Kapm

1.3.1. Heobxodumo eHedpume DMZ, 4mobbl o2paHu4ums
exoo0AwWulU U ucxooawuu mpad)UK mosbKo npomoxonamu
' Heobxodumbimu 0nA cpedbl OaHHbIX 0 Oepxcamenax Kapm
1.3.2. Heobxodumo o2paHu4yumb exodawue HWHmMmepHem-
coeduHeHUs mosnbKo adpecamu, Haxodawumucs 6 DMZ

—




- 1.3.3.  fomiHsl - 6bimb - 3anpeuwieHsl  aobsie - npamesie
- Mapuwpymsl 8x00AWe20 uau Uucxofawe2o mpaguxka mexcoy
cemoeto MHMepHem u cpedol OaHHbIX O oepxcamensx kapm
1.3.4. Heobxodumo 3arpemums coeOUHEeHUA ¢ BHYMpeHHUMU
agopecamu om UCMOYHUKA u3 WHmMepHema K adpecaM
pacnonoxeHHbvim 8 DMZ |

3 e Hlo Heo6x00umo 02paHUYUMb ucxodﬂwuu ‘mpacuk  us
cpedbl OaHHbLIX O Oepycamendx Kapm 6 cemb MHmMepHem
makum obpazom, Ymaobbi ucxo0awul mpaguk umesn docmyii
monbKo K IP. adpecam, pacrnonoxceHHeIM 8 DMZ ;
1.3.6. Heobxodumo 8KA4YUMb OUHamuquKyfo naxKemHyio
ghunbmpayuro ¢ 3arMNOMUHAHUEM cocmosAHUA (paspeweHue

npoxoxcoeHus naKemoe MOosIbKO 0nA ycmaHoefleHHblx'

coeduHeHul)

.,p‘t‘




- 1.3.7. Heobxodumo pasmewams 6a3bl OAHHLIX B0
BHympeHHem ceameHme cemu, omoesneHHom om DMZ
- 1.3.8. [onxieH bbimb peanu3zo08aH MeXAHUIM MPAHCAAYUU IP-

adpecoe 0717 npedomepauieHus packpsimua 6HympeHHUX

adpecos. [na smozo caedyem  UCM0Nb308aMb  makxue

mexHosno2uu, Kak PAT u NAT |

- 1.4. fomucHbl 66Imb ycmaHoBeHbl nepcoHasnsHele Mmexceme-

8ble  IKpAHbLI HA Bece MobuabHble U MpuHaoaexcawjue

COMpyoOHUKAM KoMMbsiomepobl, umerowue rnpamou docmyn 8

- MHmepHem U ucnonb3yembie MaKxHe Onﬂ docmyna K
/I0Kas16HOU cemu opeaHu3aquu

K1V




napamempel, 300aHHbIE  nipou3sodumesnemM 0

_ YMOAYAHUIO _ | _ el

2.1. - Bcezoa  cnedyem - MEHAMb - YCMAHOBMAEHHbIE .
ripousgooumenem HACMPOUKU Mo  YMOAYAHUKO rnepeo
ycmaHoBKoll cucmemsl 8 cemesyro UHpacmpykmypy |
(Hanpumep, CMeHUMb YCMAHOBMEHHbIE [0 YMOAYAHUIO
naposnu, cmpoKu oocmyna SNMP, ydanumb HeHyJ#Hble
014 pabombl yYemHsie 3anucu)

2.1.1. [lna  becripoB8oOHbIX  ycmpolicme - Heobxooumo
usmeHuUmso yCmMaHoBMeHHbIE Ao YyMOMYGHUIO
fApoussooumenem rnaApamempsi, makue Kak:  KAo4u

wugposaHusa, napoau, cmpoku 8ocmyna SNMP. Cnedyem

8KAOYUMbL cmolikue Kpunmozpaguyeckue mexaHu3mMbl

014 wughposaHus AaHHbIX U aymeHmugpukayuu

2. He ucnonb3zoeams naponu u c)pyeue cucmemHeole \




B

2.2.  [onxcHbi 66imb - pa3pabomaHsl  cmaHoapmel \
KOH@u2ypayuu 008 8cex cucmemMHbIX KOMIOHEeHMOos. N
CmaHddpmel - O0MMHBI  y4Uumsieams - 6ce  U38eCmHbIe ’
rnpobaemsi  be3onacHocmu, G Makxice  ronoXeHUA
obuwernpuHamoix ompacsessix cmaHdapmoe 8 o6nacmu -
be3onacHocmu | _

- 2.2.1. Kaxcoeit cepeep donmeH 6bIMOMTHAMb 00HY OCHOBHYI0
pyHKUUIO

2.2.2. lonxHbl bbimb OMKAOYEHbI 8ce HebesoriacHble U
HeHyX(Hble 07A pabomsl cepeucbl U MPOmMOoKoasi (me
cepseucsl U MPoOmMoOKosbl, UCMOMAb30BAHUE KOMOPbIX  He
mpe6yemc,q 048 6bINOAHEHUS ycmpoucmeom ceoeli

OCHOBHOI d)yHKquu) |
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2.2.3. Cnedyem Hacmpoums rapamempsi be3onacHocmu
cucmemsl  maxkum = obpazom, = uymobbl  UCKAKYUMSb
803MOMHOCMb HEKOPPEKMHO20 UCMN0Ab308AHUA cUCMeMb]

2.2.4. U3 cucmemsi 00a%Ha 6bime ydaneHa 8CA HEeHyMHasA

cpyHK_qUOHaanoc_mb. cuyeHapuu, opatsepel,
o0onosiHumeribHeole B03MOXCHOCMU, ~ MoOcUCmMembsl,
d)aunosble cucmembl, HeHyxcHble ona pabomel geb-
cepeeps| : " "

2.3. Cnedyem e@ecez20a wugposams KaHAA yOaneHHo20
aomMuHUCmpamueHozo docmyna K cucmeme. [aa 3moeo
Heobx0d0uMO UCMOoAb308aMs MAKUe mexHoa02uuU, Kak SSH,

VPN unu- SSL/TLS Onsa 6e6-opueHmupoeaHHblx cucmem

aOMUHUCMPUPOBAHUA U UHbIX cnoc0606 y0aneHHo20

aOMUHucmpamueHoeo docmyna

.,p‘t‘
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: 2.4  XocmuHe-nposalidepbl ~ O0omiHbI  obecrneqyusamsob \
N 6e30rnacHocmes cped u OaHHbIX, NPUHAdAeHAULUX KaXOOoU N
U3 o6cny3+cueaeMblx'cmop0H Imu niposaudepsb! OOANHHEI .
coomseemcmeosames mpe6oBaHUAM,  ONUCAHHbIM 8
[lpunoxceHuu A: «,[[ononHumeanble mpeb6osaHus PCl DSS |
014 nocmaswuKkos ycay2 ¢ obujel cpedou (xocmuHe-
npoeaudepoe)» - - |




3. Obecneyums  be3onacHoe  XpaHeHuUe  OQHHbLIX O

depxcamensax Kapm

- 3.1. XpaHeHue OaHHbIX O depmamenﬂx Kapm 00/1)+CHO 66imsb

02PAHUYEHO  MOMALKO  HEeobxo0umMbIiM — MUHUMYMOM.
HonxucHa 6b6imb paspabomaHa noAuMUKa XpaHeHUA U
obpaweHusa ¢ 0aHHsIMU. Konyyecmeo OaHHbIX U CPOKU UX
XpaHeHUA  00AM(HbI  bbimb  OepaHU4eHbl  MOsMbKO
HeobxodumbimMu 0nA BblNnonHeHUA mpeboeaHuti busHeca,
3aK0HOOamMenbcmea U UHbIX pe2yaupyrouwux mpebosaHul
napamempamu; a3mu. napamempst - 00aMHHbLI - 6bimb
OMPAXCeHbl 8 MOAUMUKE XPAHEHUA OGHHbIX |
3anpewjaemcsa XpaHUMb Kpumu4Hble aymeHmMupuKa-
YUOHHbIEe - OaHHble  flocie  asmopusayuu (Oaxce 6
3awugposaHHom eude). K KpumuyHsIM aymeHmuguka-
YUOHHbLIM OGHHbIM OmHocAMcA OaHHsble 3.2.1 —3.2.3




B
3.2.1. 3anpewaemca XpaHuUms roaHy O0POHCKY MA2HUMHOU \
nosnocsl, Haxodauwlelica Ha obpamHol cmopoHe Kapmel, Ha N
yure, AUubo - UHOM  Mecme, («roAHaA OOPOMHCKA», ’
«00OpOXHCKa», «0opoxcka 1», «0opoxcka 2»). [dna eedeHus
busHeca, moxcem bbimb  HeobxoOumo  xpaHeHue |
cneoyrowux anemeHmos OaHHbIX MA2HUMHOU [0A0ChI: -
UMA Oepxcamens Kapmbl, - HOMep MAamexcHol Kapmeol
(PAN), - dama ucmeyeHua cpoKa Oelicmeusa Kapmbi, -
cepeucHblil Koo. [1aa MuHUMU3ayuu puckos paspeuwaemcs
XpaHUMb  MOALKO = YKA3aHHbIe  31eMeHmbl . OGHHBIX.
LononHumenebHaa uHpopmayus npueeoeHa 8 «I'ﬂoccapuu
PCl DSS: OcHogHbie onpedeﬂeHun a66pe6uamypbl u
coxpacquu,q»

.,p‘t‘
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3.2.2. 3anpewaemca xpaHeHue kooda CVC unu 3HaveHus,
ucnons3yemoz2o 0718 MoomeepxioeHUs mpaH3akuud,
8bIMOMHAEMbIX: 6e3' HernocpeocmeeHHO020 CcHUMbIBAHUA
umbopmaquu KpedumHoU Kapmol (mpex— unu
l4em4f>lpex3Hat4Hoeo yucna, usobpaxceHHo2o Ha snuuyesol
unu obpamHol cmopoHe Kapmeol). JonoaHumensbHas
umbopmaqu,q rpuseodeHa 8 «I'noccapuu PCI DSS»

3.2.3. 3anpewjaemca XpaHeHue nepCOHaanoeo

udeHmugukayuoHHozo Homepa . (PIN),  a makice
sawugpposaHHozo PIN-bnoka - :
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* - 3.3. Cnedyem  mackuposams PAN npu e2o omobpaxceHuu \
N (MakcumanbHO 803MONCHOe Konuyecmso 3Hakos PAN 0ns N
' _omobpaxceHua — nepevie 6 u nocnedHue 4).. 3mo .
mpebosaHuUe He OmHOCUMCA K COMPYOHUKAM U UHbIM
cmopoHam, 078 pabomsl Komopbix Heobxooumo sudems |
gecb PAN; makxce amo mpebosaHue He 3ameHAem cobol
UHble b6onee cmpoeue mpe6oeaHu,q K omo6paJ+ceHwo
OQHHbIX O 0epxicamensax Kapm (Hanpumep, Ha YeKkax POS-
mepMUHanoe) -
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3.4. U3 acex daHHbIX 0 depxcamesne Kapmel KaK muHuUmym PAN
domieH 6b6imb npedcmasneH 8 Heyumaemom eude 80 v
‘8cex mecmax XxpaHeHus (8Kmw4Yasa OAHHbLIE HA CbeMHbIX \
Hocumensx, pe3epeHbIX  Konuax U XypHanax N
fpomokKoauposaHua cobvimul, @ mMmakie OaHHble, ]
rony4yaemeoie no becnpogodHsbIM cemam). [na 3moeo
cnedyem ucronsb3osams A060U u3 cnedyrowux Mmemooos:
- cmoUKaa 0OHOHANPaeneHHaa x3ui- d)yHKqu,q
- yKopa4useaHue (truncation);
- ucnone308aHue mexaHu3mos One-Time- Pad u xpaHeHue
CCbIIOK Ha OaHHbIe BMecmo camux 0aHHbIX (index tokens);
- cmolikue  Kpunmoepaguyeckue an20pummei,
coeMecmHo ¢ fpoyeccamu u npoqedypa/wu ynpaesneHus
kaoyamu. U3 eceli UHd)opmaquu 0 Oepycamene Kapmbi
KaK MUHUMyM PAN donmeH 66imb npe06pa3oeaH 8
Heyumaemsil eud

—




3.4.1. Ecau ucrnionbzyemcs wud)poeaHue Ha 'ypoeHe 8cezo
‘OucKa (emecmo wugposaHua HG  ypoeHe omoesnbHbIX
¢gatlinos unu nonel 6a3bl OAHHbIX), Mo ynpasmseHue
102UYECKUM  -00CMYNOM - OO0AMCHO  -OCYWecmenamsca
He3asuUCUMO 0m MEXAHU3IMO8 pda32paHu4vyeHus oocmyna
onepayuoHHolU = cucmems!  (Hanpumep,  AOKAMbHLIX
yyemmHoix 3anucel). Knarovu wugposaHus He OO0AHCHbI

| 6bimb MpUBA3aHbI K y4emHbIM 3anucam rnosns3osameneu.

3.5 Cnedyem obecrnieyums 3auiumy. Karoyel wucbpoeaHu,q
OaHHbLIX 0 Oepxamenax Kapm om ux Komnpomemaquu

_ unu HernpasusasbHO20 UCNoAb308AHUA:

3.5.1. focmyn K Knao4yam. wucbpoeaHun donmeH 6bimb

_ XpaHeHue u Ucronb308aHue COmpyoHUKaM

.,p‘t‘

paspeweH MOAbKO HECKOAbKUM Om3€mcm6€HHblM 30 ux
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3.5.2. Knto4yu  OomicHbI xpaHumbc,q mosnbKo 6 cmpOeo \
onpeodeneHHbiXx 3auiuuleHHbIX xpaHunuumx u cmpoao N\
ornpeodeneHHom euode - - i
3.6, LonxiHel 6bimb OOKymeHmupoeaHbl ece npoqeccw u
fipoueodypsl yrpdsneHUs Kawo4yamu WwugpposaHus daHHblx =
0 Oepxcamernsax KApm, 8 Mom Yucse: |
- 3.6.1. l[eHepayua cmoUKux Kaoveu
3.6.2. be3onacHoe pacnpocmpaHeHue Katoyel
3.6.3. be3onacHoe xpaHeHue Krto4yeu
3.6.4. [lepuoouyeckas cMeHa Kntoyeu: .
- HACKOMbKO Yacmo 3moeo mpe6yfom npumeHﬂeMble
npunomeHun npednoqmumeano asmomamu4ecKu,
- He pejce odHoeo pa3a 8 200

K1V
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¥ ,_ | | | N
| 3.6.5. YHuumonceHue cCmapbix (npocpoquHblx) Kawo4yeu, a
L makxice Kawovel, omHocumesnbHO Komopbix cycqecmsyfom B\
' noc)o3peHu,q 8 UX Komrpomemayuu - i
3.6.6. Pa3odenbHoe grnadeHue yacmamu Karoyeu ¢ npUHqunom
KOHMPOosAa 08YyMA auyamu | | R
3.6.7. 3auwiuma om Heaesmopu308aHHOU cMeHbl Kaoyd
3.6.8. OnpedeneHue obA3aHHOCMel U omeemcmeeHHocMU -
COMPYOHUKO8 MO XPAHEeHUI U UCMonb308aHUI0 Karoyel ¢
MUCbMEHHbIM  noomeepioeHuem  ux - coeaacuda - C
_ O03HGKOMAEHUemM U MpuHAMuUemM makxux o6ﬂ3aHHocmeu u
> omeemcmeeHHocmu |




4. Obecnieyums wugposaHue OAHHbIX O Oepxcamensax Kapm
npu ux nepedaye yepe3 cemu obuwje2o rnosnb308aHUA i

4 1. [na 3auumel KpUmUYHsIX OGHHbLIX O depxcamendx Kapm
80 BpemA rnepeoayu ux 4yepes o6u4edocmyngle cemu,
cnedyem ucronb3o8amb cmouKue Kpunmozpagu4yecKkue
an2opummsl U NpomokKonbl, makue kak SSL/TLS u IPSEC.
[Ipumepamu obujedocmynHbix = cemeu, HA  KOmMopsie
pacrnpocmpaHaromca mpebosaHusa PCl DSS, aeaaomca:

- UIHmepHem;

- becriposoOHbIe mexHonA02UU;

- GSM;

- GPRS

—
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4.1.1. [lpu ucnonb3oeaHuu 6ecnpoeodelx cemeli, nepeda- |
lowux OaHHble o Oepxcamensax Kapm, AUbo MOOKAOYEH- v
'HbIX K cpede OdHHbIX 0 Oepxamenax Kapm, - caeoyem \
Ucrnosab308ame  rnepedossie  nNpaKkmuyeckue memoobl N
(Hanpumep, IEEE 802.11i), ymobbr obecne4ums cmolikoe ’
wugposaHue rnpu aymeHmugukayuu u nepeoaye 0aHHbIX
- [laa 8HO8b ycmaHaesnusaemsix 6ecrposooHbiXx cemeli |
3anpewaemca ucnoab3loeaHue npomokona WEP ¢
31.03.2009; Bt b i :
- Nna  cywecmsyrouwiux  becrnposoOHbIx  cemel
3anpewaemcda ucrnosnab3loeaHue - npomokona  WEP ¢
30.06.2010 | | i

4.2. Hukozda He cnedyem nepermamb He3awud)poeaHHblu
PAN npu nomouwju - N0ab308amenbCKux mexHoao2ull
nepedayu coobweHuli (email, cucmembl M2HOBEHHOU

omnpasku coobujeHull, yamot) '

.,p‘t‘
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5. Ucnons3zoeame U peeynapHo obHos81aMb aHMueupycHoe \
npo2pammHoe obecrieyeHue | N\
5.1. AHmusupycHoe npoepaMMHoe O6€CI'I€‘4€HU€ doano ' ’
6bimb pa3zseepHymo HaQ ecex cucmemax, nodeepmeHHblx
8o30elicmesuto supycos (ocobeHHO paboyux cmaHYyuax u
cepeepax) |
5.1.1. AHmusupycHoe npozpammHoe obecrieyeHuUe OONHCHO
obecrieyusams 3aquWumy om 6cex U38ecmHbiXx eudos
8pedoHocHozo 10
5.2. AHMuUeBuUpycHsie MexaHu3mbl 00/1XH(HbI 6bimb
aKmyasbHbIMU, OCMOAHHO BK/IHYEHHBIMU U donJHHbl
6ecmu HcypHansi npomoxonupoeaHun c06blmuu |

—
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6. -Pa3p'a6ambleamb' u  noododepxcusams  besonacHole \
cucmemsl U rpusaoxeHus _ i
61 Ha ece cucmemHsbie KOMI'IOHEHmbI u npocpamMmmHoe ’
o6ecnequue donHcHb!  Bbime YCMAaHOBEHbI  camsble
ceexcue obHosneHus be3onacHocmu,  8binNyweHHble
npouszeodumenem. ObHoeneHuUa b6e3oriacHocmu OO0AXCHbI
b6bimb ycmMaHossieHbl 8 me4veHue mecaya c momeHma ux
8bIycKa npoussodumernem.
[pumeyaHue: OpeaHu3auyua moxcem fapumeHsams rnooxoo
K pacnpedeneHuro npuopumemos npu. - YCmMaHOBKe
06HoB/1eHUU, OCHOBAHHbLIU HA OyeHKe puckose. [lna bonee
KpUMUYHbIX npunomeHuu CPOK YycmaHo8KU 06HoeaeHUll
He 00MHceH npeeblwamb odHoao mecAaya, 0718 MeHee
Kpumuqulx mpu mecaya

—




6.2 JonxceH 6bimb eHeOpeH npouecc BbIABMAEHUA HOBbIX
-yﬂseumocmeu (Hanpumep, noodnucka Ha becnaamHyto
pacceinky  coobweHuli 0 < HOBbLIX . yA38UMOCMSAX).
CmaHAapmesl KOH@U2ypayuu cucmemMHbIX KOMNOHeHmMOos
(mpebosaHue 2.2 PCI DSS) OonxHbl 0b6HOBAAMbBCA 0AA
yyema eHo8b 0OHapYyHeHHbIX ya3sumocmel _

6.3. [lpunoxeHua ' O0omiHbI ' pa3pabamsisamsca 8

coomeemcmeuu ¢ mpebosaHuamu PCl DSS (Hanpumep,

b6e3onacHaas = aymeHmuguKayua U peaucmpauyus
cobbimuti). Paspabomka npunaoxeHul 0onxcHa b6simeb

OCHOBAHA HA Nepedosbix MPAKMUYECKUX MemoOUKax u

ApuUHUMame - 80 8HUMAHUe = UchopmaqUOHHyfo

6esonacHocmeo. 8 mequue gcez0 Yukna paspa6omku 8

mom wucne

.,p‘t‘
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- KOH@ueypayuu 00X HbI 6bimb npomecmuposadHsi riepeod
: gHeodpeHuUeM, mecmuposaHue 00X HO B8KAYAMb 8 ceba: N
16.3.1.1. lNposepKy ecex 6x00HbIX OAHHbIX (4mobbi UCKAYUMb ’
XSS, uHvekyuu, ucriosHeHue epedoHOCHOo20 galna, u m.
0.) | | ps
6.3.1.2. I'Ipoeepky KoppeKmHou o6pa6omku OLUU5OK |
16.3.1.3. ‘[lposepKy ' UCMOMAbL30BAHUA 3auuuieHHo20
Kpunmoz2paguyeckoz2o0  XpaHuauwa 049 - Kpumu4HoU
uHpopmauyuu
6.3.1.4. lposepky besonacHocmu: nepeaaqu OaHHbIX.
6.3.1.5. [IposepKy KoppekmHocmu paaepaHuquun docmyna
' OCHOBGHHO20 Ha POoAAX |

6.3.1. Bce o0bHoBMeHUA 6e3onacHocmu U U3MeHeHUsa 8 N

XSS' — Cross Site Scripfing

K1V
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6.3.2. CpeObl pazpabomku, mecmupoeaHun u npoussodcm-
B8EHHO20 (YHKUUOHUPOBAHUSA [1PO2PAMMHO20 o6ecnet4e-
| "HUf domxcHbl bbimb omoeneHbl Opy2.om opyad
1 6.3.3. 06a3aHHOCMU o pa3pabomke, mecmupo8aHUIo U Mnpo-
U3800CMBEHHOMY (PYHKUUOHUPOBAHUD Mpo2pamMMHO20
obecrie4yeHUA 00MHCHbI Bbimb pa3deneHsl
6.3.4. [MpouzsodcmeeHHble 0aHHbie (Oelicmsyrouwiue PAN) He
00MNCHbI - UCMOMb308AMbLCA 018 mecmupoeaHu,q u
i pa3pa6omku | | '-
6.3.5. Bce mecmoessie OaHHble U naamexcHsIe cyema domchbl
b66imb. yoaneHovl U3 cucmemsl nepeo nepeeodom ee 8
_ 1poU36800CMBEHHbIU PeXcum _
6.3.6. Bce UHdueudyaanble yqemele 3anucu, = UmeHd
| nons3oeamesneti u naposnu doncHbI Bbimb ydaﬂeHbl nepeo
nepedayell npo2pammHo20 obecnevyeHus 3aKa34uKam umau
riepeso0om e20 6 MPou3800CMBEHHbIU pexcUum

—
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6.3.7. [pozpammHelii Koo npunomeHuu doneH 6bimb - b
uccnedosaH HA Hanau4yue rnomeHYuUaAbHsIX ya3sumocmel g
‘nepeo nepeoayeli 20mo8bIX puUnoxceHuUl 3aKas4yuxam uu \
nepesooomMm ~ UX 8  [POU3BOOCMBEHHSbIU  pedcum. N\
[MpumevaHue: smo mpe6osaHue fPUMeHUMO KO - 8cem ’
paspabameieaemsim IPUAOHEHUAM (KAK 8HYMPeEHHUM,
mak u obwedocmynHbim) Kak 3nemeHm obecrieyeHus
besonacHocmu YukKna paspabomku,
pezanameHmupyemozo mpebosaHuem 6.3. PCI DSS. OueHka =
Npo2paMMHO20  KoOd  MoXcem  nposodumsCa KAk
KOMIMemeHMmHbiM - [epCcoHAsAoOM, - mMmaK U -mpemoumu
cmopoHamu,  Beb-npusnoxceHUs . makxie - A8AAOMCA
06bekmom  npumeHeHuA dononHumefleblx mep. o
sawume; ecau oOHU Haxodﬂmc,q 8 ny6fluqH0M docmyne,
cnedyem yyecmob = y2po3bl U  yA3eumocmu, 8
coomeemcmeuu ¢ mpebosaHuem 6.6. PCI DSS

—




| ynpaeneHus usmeHeHUAMU, 8KAtoHYdowue 8 cebs:
1 6.4.1. lokymeHmuposaHue 8AUAHUA U3MeHeHUA Ha cucmemy N\
6.4.2. CoenacosaHue U3MEHEHUA C pyKosoocmeom ' ’
6.4.3. TecmuposaHue npou3eodcmeeHHoll hyHKYUOHANLHOC-
mu e | _ | o
6.4.4. [pouedypy ommeHsI U3MeHeHUsA
6.5, Paspabomka eeb-npunoxceHuli 0onaxcHa npoxooums 6
coomeemcmeuu ¢ pyKkoeodcmeamu - no 6e3onacHomy
Po2pPaMMUPOBAHULD, Harnpumep, maxkumu KaK
pykosoocmea om npoekma OWASP. [poepammHsiii KOO
ApUnoxeHul oomiceH bbimb UCCAE008aGH HA HaAAu4ue
AoMmeHyuanbHbuIX yassumocmell, 8 4YacmHOCMU, MAKUX
KAK:

OWASP — Open Web Application Security Project

6.4. fonxcHel 6biMb pa3pa6omaHbl u eHedpeHbl npoqeaypbl N

.,p‘t‘
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- 6.5.1. Amaku muna XSS : ' ' \
6.5.2. UHvekyuu, 8 oco6eHHocmu SQL- UHbeKuuu TaK)+C€ \
' _cneoyem yuyecms LDAP u Xpath uHvekyuu - i
6.5.3. UcnonHeHue epeGOHOCHblx ¢ghaiinos ,
6.5.4. Hebe3onacHsie MpAMbIE CCbIKU | -
6.5.5. [lo0denka mexccalimossix 3arnpocos (CSRF)
1 6.5.6. ymew{a OaHHbIX U HeKoppekmHdas o0bpabomka owubok
6.5.7. Obxo0 cucmemsbi aymeHmugukayuu U  ynpasaeHus
ceccuamu j
6.5.8. Hebe3zonacHoe Kpunmozpagu4eckoe xpaHuauwe
6.5.9. HebesonacHaa nepeda4a OaHHbIX

LDAP — Lightweight Direc”tory Access Protécol
Xpath — XML Path Language |
CSRF — Cross-Site Request Forgery
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’ |
¥ | | i | | :
| 6.5.10. OwubKu 8 KoOHmMporse docmyna no URL \
% 6.6, Cnedyem obecneyums 3auiumy 3e6—opueHmuposaHHblx N
' _[punoxXeHul om U3eecmHbIx amakx odHUM U3 caeoyroujux ’
mMemooos: . . .
- [lposepumbsb npunomeHue Ha Haauyue yﬂ36umocmeu Cl
Ucnosb3o8aHuUemMm Memoodos pPy4YHO20 unu-

asmomamu4ecKo20 aHanu3a 3aujuujeHHocmu.
- YemaHosums mMexccemeeoii IKpaH NpuKAadHo20 ypoeHﬂ
nepeod 8eb-opueHmMuUpo8aHHbLIMU NPUNOHEHUAMU




B
7. OepaHu4ume docmyrn K OGHHbLIM MAGMEeXCHbIX Kapm 8 \
| coomsemcmeuu co cayiebHol Heobxooumocmoto N
/.1. [locmyrnom K 8bl4ucaumesnbHbiM pecypcam u UHd)opMa- | .
yuu o oepxcamenax Kapm 00axcHbI 06/1a0amb MosAbKO me
COMPYOHUKU, KOmopsiM makol oJdocmyn Heobxodum 6 |
coomeemcmeuu ¢ ux O00AHHOCMHbIMU 06A3GHHOCMAMUL.
OepaHuyeHus docmyna 00omicHbl 8KAI04aMb 8 CeOA: |
7.1.1. focmyn nonsb3oeamenam npeodocmasneH MmoasLKo K
mem - OdHHbIM, — Komopsle  Heobxooumbl —Um 048
7 8bIM10/IHEHUA C80UX O0AMHOCMHbIX 06A3aHHOCMeU
7.1.2. Ha3HayeHue npueuneeuu [10/163084MeNAM doano
' 66iMb OCHOBAHO HA UX - O0AHCHOCMHbIX 06A3GHHOCMAX
7.1.3. [lodnucaHue pyKosoOcmeom 3aABKU O rnpedocmasse-
Huu npas docmyna




B
7.1.4.  BHeOpeHue  asmomMamu3upo8aHHoOlU  cucmemsbl \
' KoHmpossa docmyna | £ i _ | i
/.2, Ana MHoaononb3osameanKux cucmem - cneoyem ’
ycmaHosuUmMb  MexaHusm  pas2paHduvyeHus - oocmyna,
OCHOBAHHbLIU Ha akmope 3HAHUA U fpumMeHArLWUl |
ApuHYUn «3arnpeujeHo 6Cé, Yymo ABHO He paspeuieHo.
MexaHusm KoHmpons docmyna dom+ceH 8K/04ame
credyrouwee:
7.2.1. [lokpbimue ecex cucmemMHbIX KOMIOHeHMOo8
7.2.2. HasHaveHue npusunezuli M0aAL308aMENAM. O0ANCHO
66imb OCHOBAHO HA UX AoAHCHOCMHbIX o6ﬂ3aHHocm,qx
- 7.2.3. . [Mo-ymon4yaHuio domfceH 6blmb 3anpeu4eH moboli
- docmyn

K1V
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8.  HasHa4ume YHUKAAbHLIU UOEeHMUMUKAmMop Kaxcoomy \
auuy,  umerowemy oocmyn K umpopmaqUOHHoa_’ N
. uMgppacmpykmype A, : "
8.1. Kaxcoomy nonv3osamernio O0/HCHO 6blmb Ha3HaYeHo
YHUKAnbHOe uMA y4emHoU 3anucu 00 ripedocmaeneHus |
emy oocmyrna K KOMMIOHeHmMam cucmemsl u OdHHbIM O
Oepxcamensax kKapm | |
8.2. Momumo udeHmud)UKamopa don}fceH npumeHﬂmbc,q
xoma 6bl 00UH U3 cnedywuyux memooos 04
aymeHmuguxkayuu scex nonsb3osameneu: |
- 1aposnb £k _ | |
- OsyxchakmopHaa aymeHmugukayua. (Kawo4u, cmapm-
Kapmel, = buomempuyeckue napamempsl, OMKpbIMbsie
KAto4u) '




B
- 8.3. lna cpedcme ydaneHHoeo docmyna compdeUKoe \
OMUHucmpamopoe U mpembux AUU K KomrnsiomepHol N
cemu  OomweH  b6bimb  peanu3oeaH - MexaHusm ’
osyxgpakmopHou aymeHmuguKkayuu. Ana amoeo cnedyem
ucrnonb3o8ams makue mexHonoauu, kKak RADIUS u TACACS |
c kmoyamu unu VPN .  (SSL/TLS  unu IPSEC) ¢
UHdueudyaﬂbelmu cepmud)ummamu | |
84 Bce naponu OO0aMHbLI XpaHUMsECA U nepeaaeambcn
MOosbKO 8 3awucbpoeaHH0M eude

 RADIUS - Remote Authentlcatlon Dial In User Service
' TACACS — Terminal Access Controller Access Control System
VPN — Virtual Private Network f ;
SSL — Secure Socket Layer
TLS — Transport Layer Securlty
IPSEC - IP Securlty
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8.5. fonxceH bbimb = ycmaHoseneH KOHMpoasb  Hao
‘eblnonHeHUem npoqedyp aymeHmugukayuu U
yrnpasneHus Naponamu y4yemHboix 3anucell compy()HUKoe u
aoMmuHuUcmpamopos, ekavarowul e ceba:

8.5.1. Koumponb Had OobaeneHuem, ydaneHuem U
UsmMeHeHUeM udeHmugpuKkamopos, aymeHmugpuUKayuUOH-
HbiX 0aHHbLIX U UHbIX 06bekmos udeHmugukayuu

- 8.5.2. lposepky nodnUHHocmu rnons3oeamens nepeod cmeHou
naposnsa

8.5.3. YemaHOBKY yHUKQ/bHO20 ep8OHAYANbHO20 NAposs
018~ Kau0020 Monb308aMenA U  e20 HemeodsneHHoe
usMeHeHue npu nepeom exode nonb3oeamess

*854 HemedneHHsil om3blé docmyna npu yeoaneHuu

nonb3oeamenﬂ

.,p‘t‘
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8.5.2. yaafleHue/6fl0Kup06Ky HeakmueHbix yqemelx 3anucell
He pexce 00Hoeo pa3a e 90 OHel v
8.5.6. BKnw4eHue y4yemHbIX = 3anucel,  UCMOMAb3YEMbIX \
nocmaswukamu 0118 ydaneHHou nodaepﬂcku MO/IbKO Ha N\
epems ebinoanHeHuUa pabom: i
8.5.7. ,[{oeedeHue npasun u npoqedyp UCronb308aHUA U
XpaHeHUA naposasa 00 ecex fosb3osamenedu, umefouwx =
docmyn K OGHHb6IM 0 0epxamenax Kapm:
' 8.5.8. 3anpem UCronb306aHUA 2pynnoesix, pasdefmeMblx u
cmaHAapmHbIX yyemHsoix 3anuceli u naponed
8.5.9. NsmeHeHue napona nonvloeamensd He pexce odHoeo
_ pasa e 90 dHeu
8.5.10. Tpe6oeaHue UCI'IOfIb3OBGHUﬂ 6 rnaposne He meHee ceMU
. cumeornos | . | . | |
8.5.11. TpebosaHue UCI'IOﬂb3060HUH 8 napone KaK qucpp, makx '
 ubyks

.,p‘t‘
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8.5.12. 3anpem npu cmeHe napona 3bl6opa 8 Kavyecmse
HOB020  KQaK020-1ubo U3  'MocneocHux  yemeoipex
| UCrnonb3osaswUxca OaHHbIM rionb3osamesnem naponeli
8.5.13.  bnokuposky yyemHol 3anucu  nocae - wecmu
' HeyOoaYHbIX MObIMOK 8800a NAPOSA N '
85,14, YemaHosky nepuoda 6/10KUpPOBKU yqemHou 3anucu
pasHeim 30 MuHymam unau 0o pa36ﬂ0Kup06Ku ywemHou
3anucu aomMuHUCMpamopom |
©8.5.15. EfIOKupOBKy pabouyel ceccuu nonsvioeamesns Yepes 15
MUHYym npocmoa ¢ mpebosaHuem 6800a naAposasa 04
pa3baoKuUposKU mepmuHand
8.5.16 AymeHmudguKkayuio 6cex 8apuaHmos. docmyna K
aAlobou  base  OaHHblX, | codepiycawjel  OaHHble - O
depmamenﬂx Kapm, 8 mom 4ucsae docmyn co CMOPOHbI

npunomeHuu aOMUHucmpamopoe u fuo6blx opyaux

nom:aoeameneu
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9. 0OepaHu4yums cbu3uqecxuu Oocmyn K  OQHHbIM
MAAGMEeMCHbIX Kapm | '
9.1, Cnedyem ucnons3o8ame cpedcmea KOHmpOﬂﬂ docmyna 8

nomewyeHue, 4Ymobbl - 02paHUMUMb U omcAex usamso
¢ghusuyeckul docmyrn K cucmemam, Komopbie XpaHam,
obpabamesisatom unu nepeodrom OaHHsbIE 0 Oeprtamenax
Kapm |
'9.1.1. Cnedyem ucnons3osams Kamepsl sudeoHabrodeHus,
ymobbl caedums 34 KpumuyHbIMU mecmamu. JlaHHble,
cobpaHHble Kamepamu  eudeoHabatooeHuUs, = O0MHCHbI
aHaNU3upPoBAMbCA U . CONOCMAeAAmsCca € . Opyaumu
¢akmamu. 3mu OdHHble cnedyem XpaHums He MeHee
mpex Mmecayes, ecau uHol CPOK.  He npednucaH
30KOHOOAaMenbCmeom

—




- omHocAwueca K mo6omy oama- -yeHmpy, cepsepHoli
KoMHame uau  UHOMY [OMeWeHUo, 8 KOmopom N
pacnonoxieHsl cucmemsl, xpaHawue, obpabameiearouwjue ’
unu nepeoarwiue OaHHble 0 Oepxamensax Kapm.
UcKkaoueHuem Aeaa0mca mecma pacnonoxcerua POS- |
mepMUHaAn08, MAKue KaK Kaccogwvle 30HbI mopeoeblx
KOMIeKcos |

91 2. flocmyn K cemeabim pa3beM0M paCI'IOIIOJ-KeHHbIM 8
obuwedocmyrnHelix mecmax, 0onxeH bbimb 02paHuYyeH
9.1.3. ocmyn K 6ecrnposodHbIM MOYKAM O0Ccmynd, Wiat3am
U MopmMamueHbiM ycmpoucmeaM ‘0omiceH - Bbimo
0ZpaHu4eH | | 7

[pumeyaHue;  KpUmMuyHbLIMU = AGAAIOMCA = Mecmd, N

K1V



9.2. LloncHobl 6biMmb eHeapeHbl npoqec)ypbl, rnossonfowue
/leeKo  pasnu4yame CoOmMpyoHUKOB8 U nocemumered,
oco6eHHo 6 MOoMeWeHUAX, 20e uupKyflupyfom OQHHbIe 0
oepxcamenax Kapm.

MpumeyaHue: [loo mepmuHoM «compdeUKU» 8 OGHHOM
cayyae = MOHUMQIOMCA  MOCMOAHHbLIE U  8peMeHHble
COMPYOHUKU, G MAakxce KOoHCynbmaHmel, pabomaroujue
Ha  obvekme.  [lod0 = mepmuHOM  «mocemumenu»
TOHUMAOMCA ~ NocmaswWuKu, —2o0cmu  compyoHUKOS,
CepBUCHbIU nepcoHan U UHsle U, KpamKoepemMeHHO
Haxo0AwWuecs Ha obbekme, 06bI4HO He 6osee 00HO20 OHA

9 3. Cnedyem ssecmu ripoyeoypy npoxoda mocemumeneu HA

obvexm, o6ecnequearou4yfo | |

.,p‘t‘




931 Asmopusayuto nocemumens, reped 8xo00M 8
‘nomeujeHus, 20e Yupkyaupyrom OaHHbIe 0 Oepxcamenax

._ kapm | ._ | ._
19.3:25 Buidauy ~[ocemumesto . mMamepuasnbHoeo
udeHmugukamopa  (Hanpumep, belioxca unu

3/1eKMPOHHO20 K4d), umetouwjezo oepaHuquue cpoxa
odelicmeus, rnpu exooe Ha obvekm
9.3:3. BosspawieHue  nocemumesnem ' 8bI0GHHO20

mMamepuanbHo20 UdeHmugukamopa npu.  ewvixode C

obveKkma unu fpu ucmevyeHuUU CPoKa e2o delicmeus
9.4. Cnedyem eecmu XypHan yvyema nocemumenel u
ucronb3oeams €20 014 aHaaAu3a mnoceweHul. 3Imom
HCYPHA cnedyem xpaHumb He MeHee mpex MecAaues, ecau
UHoU cpoK He nNpednucaH 3aKoHO0amenbLCMaeom

.,p‘t‘




9.5. Hocumenu ¢ pe3epeHbiMU KOMUAMU OaHHbLIX caedyem
'XpaHums 8 b6e30nacHsIX mMecmax, HenamesnsbHo BHe
0bbekma, makxkux Kak 3anacHoll ueHmp o0bpabomku
OQHHbIX, UU }He 80CM0Ab308ABWUCH YCAy2amu KOMNAaHuu,
obecnevyusarouwjux besonacHoe xpaHeHue

9.6. flonxcHa 6bimb obecnevyeHa ¢pusuyeckas 6e3onacHocmo
8cex bymMaxcHbix U 3/1eKmMpOHHbIX cpeocms, codepmauwx

| OaHHbIe 0 depycamenax Kapm - -

9.7. JonweH 6bimb obecneyeH cmpoeuu KOHmpOfIb Hao

nepemeuwjeHuUem Hocumernel uHgopmauuu, codepmatuux

_ OaHHble 0 depxicamenax Kapm, 8KAIOHAIOWUU: _

9.7.1. Knaccugukayuto Hocumenel - uHgopmayuu, - ux

' MApPKUPOBKY, . KaK codepmamux KOHd)udeHuuaanyfo

uHopmauyuto

.,p‘t‘




'KyprPOM uau uHoim crnocobom, komopbil moxcem 6bimb
: mujamesnbHO NPOKOHMPONUPOeaH N
9.8, JonaxuHa b6beims eHedpeHa npoyeoypa pa3peweHu,q i
pyKo8oOCmeom B8blHOCA ~ 3a ripedesnbl  oxpaHAemoul
meppumopuu Hocumeseu, cooeprcawiux OaHHble O |
oepxicamenax Kapm il |
- 9.9. lomuceH 6bimb obecnevyeH cmpoauli KOHMPOsb XPAHeHUA
Hocumeneli, co0epxcaujux 0aHHble 0 depxcamenax Kapm,
u 0oCcCmymnom K Hum |
9.9.1. fonxcHbl N000epHusamscaA 8 aKMyaabHOM COCMOAHUU
HCYPHAAbI UHBEHMAPU3aAYUU ecex Hocumeneu OaHHbIX O
depycamensax . Kapm; UHBeHmMapusayua Hocumenel
00/MHHA NPoBodUMbCA He pexce 00H020 pa3a 8 200

9.7.2. [lepecbinky Hocumesnell MOAbKO ¢ O008epeHHsIM N

.,p‘t‘
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| 9.10. Hocumenu, codepxcauiue 0aHHsbIe 0 Oepicamensax Kapm, \

. XpaHeHue Komopoix 6onee He  mpebyemca 004 N

' eblrnonHeHua - busHec-3a0a4  uUAu mpebosaHul .
3a0KoHoOamenscmea, = OomicHbl  b6bimb  YHUYMOMEHbI

cneoyrouwiumu cnocobamu: _ | -

9.10.1. UsmenvyeHue, Cxu2aHue  unAu pacmeopeHue
bymaxcHo20 Hocumens

9.10.2. YHuymomceHue OaHHbIX O depmamenﬁx Kapm Ha

S/IEKMPOHHOM HOcuUMmesie, ucxmoqafomee 303MO}I{HOcmb
Ux 60CCMAHOB/IEHUA :




| cemeasbiM pecypcam U OaHHbLIM 0 Oepxcamernax Kapm
. 10.1. fonmeH 6bimb pa3pabomaH rpoyecc MOHUMOPUH2a N
docmyrna K KomrnoHeHmam cucmemesl (ocobeHHo docmyna .
C AaOMUHUCMPAMUBHbLIMU  [MOAHOMOYUAMU), A makxHce
rIpueA3KU cobbimul K onpeodesneHHbIM compyoHuUKam 0
10.2. [1nAa Kaxo0o20 cucmemMHo20 KOMINoHeHmMa 0oaxceH bbimeo
BKNIOHeH = MeXaHUsm — NpomoKonuposaHusa . cnedyfouqux |

10. KoHmponuposams u omcraexcusams 060l Oocmyn K \

cobbimuti:
10.2.1. /Trobol Odocmyn nonsb3oeamena K OAHH6IM O
oepxcamenax Kapm - - .

10.2.2. Jliobbie delicmeus, coeepweHHble o} ucnonb3oeaHueM
adMuHUCMPAMUBHbIX MOAHOMOYU U | _ |
10.2.3. /7fO5OU docmyn K 30nucam o cobbimusax 8 cucmeme




Jf/w/wr/m_ﬂ 0.2 'Jn,/crur“m A St 0 SO I CE AT D

10.2.4. HeycniewHble nonsimKu no2uyecko2o docmyna
10.2.5. Hcnons3o8aHuUe MexaHu3M03 udeHmud)UKaquu u
: aymeHmuguKkayuu |
-10.2.6. MHuquanusauu,q mypHanoe npomoxonupoeaHu,q
cobbimul . . -
10.2.7. Co30aHue u ydaneHue 0b6BbEeKmoas cucmemHo20 ypoeHﬂ
10.3. [na Kawoo2o cobbimusa Ka@c0o2o ' cucmemHo20
KoMIoHeHmMa dormchl bbimb = 3anucaHsl - cnedyroujue
napamempesl: " " "
10.3.1. UdeHmugpuKkamop nons3osamerns
10.3.2. Tun cobbimua
10.3.3. [lama u epemA |
10.3.4. YenewHbiM unu HeyCHEUJHbIM 5blfl0 co6blmue
10 3.5. McquHUK CO6bImUH
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10.3.6. NdeHmugukamop unu HaseaHue OAHHbLIX, cUcmem-
HO20 KOMMOHeHma unu pecypca Ha Komopble I'IOBfIUHfIO
cobeimue

10.4. Bce cucmemHebie Yachl Ha Kpumuqulx .cucmemax

00/MHHbI 6bIMb CUHXPOHU3UPOBAHbI :

10.5. MypHanel npomoKoauposaHua cobsimul doncibl
| 6bimb 3aUULEeHbI oM U3MeHeHUl i :
10.5.1.  ocmynom ~ MYPHAAAM  [MPOMOKOAUPOBAHUA
cobbimul 00MHCHGI o6fladamb MOo/bKO me compyoHUKU,
KomopbiM makol docmyn Heobxodum 8 coomeemcmeuu ¢
UX O0AHCHOCMHbBIMU O6FI3GHHocmFIMU

110.5.2. )HypHanbl npomoxonupoeaHu,q cobbimuti doanbl
- 6bimb 3auWUWEeHbl 0M Hea8MmMopuU308aHHO20 U3MEHEHUS

K1V
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10.5.3. Pe3ep3Hble Konuu XcypHaAn08 npomoxonupoeaHun -
cobbimuli = O0NMHHbLI  OrepamueHo  COXPAaHAMGCA  HA ‘
‘UeHmMpanu3oeaHHbIl cepaep MPOMOKoAUpPoBaAHUA, Unu \
omoesbHbill Hocumere, 20e ux u3MeHeHue 66170 5bl N
3ampyodHeHo | | ' i
10.5.4. Konuu J+cypHan03 npomoxonupoeaHun aKmueHocmu
cobbimuli docmyriHbix U3sHe mexHono2ul (6ecnpoBodHbIX |
cemel, mexccemessix s3KpaHos, DNS, noymossix cucmem)
OO/HCHBI COXPAHAMbCA HA Cepeep MpomoKoAUPOBaHus,
HaxodauwjulicA BHympu A0KanbHOU cemu
10.5.5. Cnedyem ucnonb3oeameo MNpuUAOHEHUA KOHMPOMA
uenocmHocmu  ¢halinoe  04A  3aUWjumbl - HYPHArO8
pesucmpayuu  cobbimul om - HECAHKUUOHUPOBAHHbIX
usmeHeHuli (odHako - dobaseneHue HOBbIX OGHHbIX He
00/HCHO B8bI3bIBAMb MPEBOIHO20 cusHaAnNa)

DNS — Domain Name System

.,p‘t‘



IDS —

10.6. Cneayem ApocMampueams. HypHanbl [NPOMOKOAU-
‘posaHuUAa cobbimuli He pexde 00HO020 pa3a 8 OeHs.

Cnedyem aHaAu3uposams - 3ypHansl cucmem
obHapyxceHus - emopxceHuli  (IDS) u ' cepsepos,
ocywecmenarouwux aymeHmugpuKayuto, asmopusayuro u
yyuem  (Hanpumep,  RADIUS). [llpumeuyaHue: [na
obecrnieyeHus coomeemcmeus TpebosaHuto 10.6 moz2ym
bbimb  UCMOML308aAHbLI Ccpedcmea cbopa 'u aHamausa
HYPHAA08 pe2ucmpayuu cobbimull, a makxce cpedcmasd
ornoseweHus

10.7. MMypHansl peaucmpayuu cobsimuli AoaXHbl XPAHUMbCA

He meHee 00HO20 200a, a makxice bbimb 6 ornepamugHom
docmyne He meHee mpex Mec,qqee - -

Intrusion Detection System

.,p‘t‘
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11. PeeyfmpHo 8bIMOMAHAMb mecmupoeaHue cucmeM u \
npoueccoe obecneyeHus 6eszonacHocmu i
11 1. - Caedyem - exexksapmanbHO npoeepﬂmb Haau4yue ’
6ecriposoOdHbIX moYeK 0ocmyna, Ucrnonb3ya aHanu3amop
6ecrposodHsix cemeli nubo becriposodHsbie IDS/IPS Ona |
Ob6HApyMceHUA  8cex  BK/MIYeHHbix  becrnposodHbIx
ycmpolicme '- |

IDS — Intrusion Detection System
IPS — Intrusion Prevention System
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11.2. Cnedyem riposooums BHewiHee U eHympeHHee

CKGHUpOBGHUE cemu Ha Hanuwue yﬂ36UMOcm€U He peJ+ce
00HO20 pasa -6 Keapman-,- a makxie nocne eHeceHUA

SHA4YUMObIX U3M€H_€HUL7 (Hanpumep, YCMAaHoOB8KU HOBbLIX

CUCMEMHbIX KOMIOHeHmMos, U3MeHEeHUA mornoao2uu
cemu, U3SMeHeHUs Mpaeusa  MexcemessiX 3SKPAaHos,
06HOo6/1eHUA CUCMEMHbIX KOMMNoHeHmos). [lpumeyaHue:
exexKsapmansbHoe CKaHUpOoBaHue . 0OAMHCHO
Apou3eoo0umsca - CMOPOHHeU  cepmuuyupo8aHHOU
KomnaHuel. CKAHUPOBAHUA nocae UameHeHuli 8 cemesoll
UHhpacmpykmype mozym npouseodumbc,q eHympeHHumu
cunamu KomnaHuu

K1V




'MIPOHUKHOBEHUEe He pexce 00H020 pa3a 6 200, d MmaKxice
nocae 106020 3HAYUMO20 U3MeHEeHUA Unu obHos8neHUA N
UHppacmpykmypsi U - npuaoxeHul  (Hanpumep, /
0bHoBMEeHUA onepauyuoHHoU cucmemsl, 0obaesneHus
rnodcemu, YycmaHo8KU 8eb-cepsepa). 3mu mecmsl Ha
MPOHUKHOBEHUE O0MAHCHbI BKAOYAMb:

+11.3.1. Tecmebi HG NPOHUKHOBEHUE cemeso2o YpOoBHA

11.3.2. Tecmbi HA NPOHUKHOBEHUEe YPOBHA MPUAOHEHUU

11.4.  Cnedyem ucnonb3oeams - cucmemol -0bHaPYyIcEHUA

emopiceHull, a makxie cucmemsl nApedomMspauieHus

8MopxceHUU 014 KOHMPOJIA 8ce20 cemeso20 mpagukxa u

ornoseweHus nepcoHana o nodo3pumeanblx delicmesusx.

Cucmembl ob6HapyxIceHus u npedomspauieHus

emopxceHuUl 0oaxcHbl 6bimb GKMYyanbHeIMU

11.3. Cfledyem fiposodumb 8HeWHUU u eHympeHHuii mecm Ha N

—
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11.5. Cnedyem ucrnonb3os8ame npuaoOHeHUa KOHMpons

uenocmHocmu ¢alinoe 004 onoeeweHUAa nepcoHana o

"HecaHKYUoHUpoBaHHbIX U3MEHEeHUAX Kpumu4Hbix
cucmemHsix - @alinos u ainoe OdHHbLIX; [1poBepKa
yesocmHocmu: KpUMUYHbIX alnos ' O00AXHHA

fposooUMbCA He pexce 00H020 pas3a 6 Heoesio.
lpumeyaHue: O6bIYHO KOHMPOAUPYyemcsa YenocmHocmsb
gatinos, Komopsle UsMeHAMcA He4yacmo, HO U3meHeHue
KOMOpbIX Mo3}tem C/AyXcume NPU3HaKom Kommnpomemayuu
Uuau  NomsimMKU Komnpomemauyuu  cucmemsi.  Cpedcmea
KOHMPOnA yeasocmHocmu 06614HO codepxcam
npedycmaHoseneHHbIl nepeyeHs  alinos, nodneaujux
KOHmMposo, - 8 = 3aeucumocmu  om - ucnone3yemou
onepayuoHHou cucmemel. ,[{pyeue Kpumu4Hete ghatinoi,
makue Kak ¢ainel cneyuanu3uposaHHeIX npusaoxeHud,
donxcHbl 66imb onpedeneHsl camol KomnaHuel

—




| UHd)opmaqUOHHou be3onacHocmu |
12.1. [fommHa 6bimb  paspabomaHa, onybaukosaHa U N
pacrnpocmpaHeHa noodepxiusdemasn - 8 AKMYanAbHOM ’
COCMOAHUU MOAUMUKA UHGOPMAUUOHHOU be3zonacHocmu
12.1.1. llonumuKa uHgopmauyuoHHoU bezonacHocmu 0oaxHa |~
yyumeoleams ece mpebosaHua HacmoAauwe2o cmaHoapma
- 12,1.2. lMoaumuka uHgopmayuoHHou 6eszonacHocmu 0omKHa
OMuCbIBAMb eI e200HO  8blfoaHAemMbIl - m[poyecc
udeHmugukayuu yepos, yazsumocmel U pe3ynbmamos
f Ux peanusayuu 8 pamkax hopmarsibHoU OYEeHKU PUCKOS
12.1.3. [losumuka uHghopmayuoHHoU be3onacHocmu O00/HHA
| AepecMmampueamscs He pexce 00Ho20 pasa 6 200 u
06HOB/1AMbCA 8 CAYYAE U3MeHeHUA UHppacmpyKkmypsil

12. Pa3pa6omamb u noddepmueamb MoAUMUKY \
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12.2. onxcHel 66imb pazpabomarsi excedHeaHble npouedypel =
besonacHocmu, = coomeemcmeyrowue  mpebosaHuUAM g
‘Hacmosawje2o  cmaHoapma  (Hanpumep,  ripoueodypsl \
yrnpasneHua y4yemHsbiMu 3anucAMU  nosnb3osamened, N
fpoyeodypsbl aHAAU3A ~ HYPHANO6 NPOMOKOAUPOBAHUA ’
cobsimud) -

12.3. fonxcHsl 66imb paspabomatdsl ripasuna aKkcriayamayuu
014 KPpUMmMu4HbIX  mexHosno2uu, c KOmopsiMu
HerlocpedcmeeHHO pabomarom compyoOHUKU (MaKux Kak
cucmemsl  yoaneHHoz2o  docmynd, — becrnpoeooHsle
mexHoqA02uUU,  CbeMHble  Hocumenu  UHgopmayuu,
MOBUbHbIE  KOMITbIOMEPLI, KAPMAHHbIE KOMMblomepel,
371eKmpoHHAA noYma u UHmepHem), 4mobbl onpedeaums
KOppeKkmHbili nopA0oK UCMOAb308AHUA I3MUX ycmpoucme

COMpPYOHUKaMU. Imu npasuna O0oAXCHbI  BKAKYaMb

cnedyroujee: ' ' '

—
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12.3.1. lMpouedypy A8HO20 0006peHUA PYKOBOOCMEOM

12.3.2. AymeHmucgukayuto neped UCI'IOfIb3OBGHU€M ycmpou-

: cmea | : - | :

12.3.3. NepeveHb ucnonb3yemsix ycmpoucme U compyoHUKOS,
UMerowux oocmyn K makum ycmpoucmeam

12.3.4. MapKuposKy ycmpolucme ¢ yKasaHuem enadenbua
KOHMaxkmHoUl uHgopmayuu u HasHa4yeHus

+12.3.5. flonycmumble eapuaHmsl UCMON6308aHUA ycmpoiicme'-

12.3.6. [onycmumsie mMoOYKU pasmeweHus ycmpoucme 8
cemu |

.12.3.7. lepe4yeHb 000bpeHHbIX KomnaHueu ycmpoucme

12.3.8. Asmomamuyeckoe omknaloYeHue ceccul ydaneHHoeo
| docmyna nocne onpedeneHHoeo nepuoda npocmon ..

K1V




‘cnyucbol nooddepxiku - (mpouszsooumenam) mMmoaLKo 6
cayyae  Heobxodumocmu = makoz2o  docmyna,  C N
HeMeOsEHHbIM  B8bIKAOYEHUEM  MEexXdHUsmMos  focnae ’
UcrnoabL308aHuUs -
12.3.10. 3anpem XpaHeHUA OQHHbIX O dep.mamenﬂx Kapm Ha |
/IOKANbHbIX ~ OUCKAx, oOuckemax U  UHbIX CbeMHbIX
Hocumenax rnpu yoaneHHom oocmyne K OaHHbIM, & MakKie
3anpem ucrnonb308aHUA GYHKUUU KonupoeaHUAa-8cmasKu
OaHHbIX U 8b1800a 0aHHbIX HA NPUHMepP 80 8pemMA ceaHca
_ yodasneHHo20 0docmyna _ _
12.4. [lonumuka u npouyeoypbi _6e30naCHocmu OO/HCHbI
. 00HO3HA4YHO . onpedename - o06Aa3aHHOCMU . 6cex
COMpYyoOHUKO8 U  [apmHepos,  OMHOCAWUECA K
uHgopmayuoHHol bezonacHocmu '

12.3.9. BKnaoyeHue mexaHu3mos ydafleHHoeo docmyra 0nA N

.,p‘t‘



12.5. Onp'edeneHHomy compdeUKy unu epynne compyoHUKos
"0oMmicHbI 6bimb Ha3HaA4YeHbl caedyrouwjue obsa3aHHocmu 6
obnacmu ynpaeneHus  UH¢opmayuoHHoU

- besonacHocmblo: A A '

12.5.1. Pazpabomka, 0oKymeHmuposaHue u pacripocmpaHe-
HUe 1oAumuKU u npouedyp besonacHocmu

12.5.2. MoHumopuHe, aHanu3s u ooeedeHue 00 ceedeHun
coomeemcmeyiouje2o  NepcoHand . uHgopmayuu o
cobbimuAx, UMerwux omHoweHue K beszonacHocmu
OaHHbIX j

12.5.3. Paspabomka, 0OKyMeHmMupoeaHue u pa_cnpocmpaHe-
Hue  npoyedyp = peazupoeaHus HA . UHYudeHmbl = U
coobuweHus o Hux, Ymobol. eapaHmuposams 6blcmpyfo u

: ad)d)ekmueHyfo o6pa6ome 8cex cumyaquu

.,p‘t‘




12.5.4. AOMUHucmpupoeaHue yyemmsix 3anuceli nMonvL3oeq-

| ‘menel, sKknto4an ux dobaeneHue, yoaneHue u usmeHeHue

12.5.5. MOHumopUHe u KOHmpOﬂb Mob0oeo docmyna K

' OGHHbLIM - |

12.6. ,ﬂoana 66imb eHedpeHa od)uquaanaﬂ npoepamma
f1o8bileHUA oceedomaeHHOCmu compyoHUKO8 0 80rpocax
be3onacHocmu, 4Ymobbl OoHecmu 00 HUX BAXHOCM®b
obecrieyeHus 6e3onamocmu daHHblx 0 éepmamenﬂx
Kapm

12.6.1. ObyyeHue compyoHUKO8 OOMXCHO MPpoeoouUMbECA npu
Apueme ux Ha pabomy, npoosuMNteHUU [0 cnyJ+c6e a
makce He pexce 00HO20 pasa 8 200 |

! 12.6.2. CompyOHUKU OO0AXCHbI He peJ+ce 00H020 pasa e 200

noomseepr¥oame c80€ 3HaHuUe U MoOHUMaHUe noaumuKu u

npouyedyp uHgopmayuoHHol 6e3onacHoCMu KOMNaHuu

.,p‘t‘




B
12.7. Caedyem muwiamenbHO rposepams KaHOuUoamos npu \
npueme Ha pabomy (6ydywux compyoOHUKos), 0nAa N
MUHUMU3AQYUU  puckKka sHympeHHUx amak. (OnpedeneHue ’
mepmuHa "compyoHUK" npusedeHo 6 nyHKkme 9.2) [na
makux compyoHUKOS, KaK Kaccupsl 8 Ma2asuHe, Komopbie |
umerom oOocmyrn K 0OHOMY HOMEpPY Kapmsl MOsbKO 8
MOMEHM rposedeHuUs MmpaH3aKyuu, amo mpe6oeaHue
Hocum pekomeHdameanblu xapakmep
12.8. B cny4yae, Koeda OdaHHble 0. Oepxcamesnsax Kdpm
cmaHoeAmcA GocmynHel  NOCMAswWuKam ycaye, mo
domicHel bbimb paspabomaHsl MoAUMUKU u npoqec)ypbl
83aumoodelicmeus ¢ HUMU, elmfoqafowue
12.8.1. [No00epicKy nepe4yHa nocmaswiukos ycnaya

.,p‘t‘



12.8.2. [lo0oepxcKy nuUCbMeHHO20 coz2naweHua o mom, Ymo
nocmasuwjuku ycaye omeemcmaeeHHbl 3a 6e30n(JCHocmb
rnepeoaHHbIX UM OGHHbLIX O 0epycamenax Kapm

12.8.3. f[apaumuio npoeedeHu,q muiamesnbHoU nposepKu
flocmaswuKka ycaya neped Ha4yaa0m e3aumoodelicmeun ¢
HUM Yol Tl |

- 12.8.4. I'Ioc)depmky npozpammsl  rposepku . cmamyca

coomeemcmeus nocmaswuka ycay2 mpe6osaHuam PCl

DSS |
12.9. [fonxmeH 6bimb 6HeOpeH MAAH pedaupoeaHusa Ha
uHyuoeHmesl. KomnaHua = domxHa  6bimb  20mosd
HemeOoneHHo ompeaeupoeamb Ha HapyweHue 8 pabome
cucmeMbl

K1V




12.9.1. Cneayem pa3pa6omamb nAaH peazuposaHus Ha
-UHqUGeHmbl fpumeHsemoll 8 cayvae Komrpomemauyuu
cucmembsl. 1naH 0onxceH cooepuams, KaK MUHUMYM: i
- ponu, o0bA3aHHOCMU U Ccxembl OrnoseweHus 8 cnywae
KOMIIPOMeEMAUUU, BKAKYAA, KAK MUHUMYM, orioeeujeHue
MEeMCOYHAPOOHbLIX MAAMEHCHbIX cUcmem; |
- . Npoyeodypbl  peasuposaHuUs = Ha  onpeoesneHHbvie
UHqudeHmbl i g )
- rpouedypsl  80ccmaHoesneHUA - u - obecneyeHus
HeripepbisHocmu bu3Heca; |
- [IPOYEcchl pe3epeHo20. KONUpPoBaHUA OaHHbIX; _
- agHanuz - mpebosaHul 3aK0Hodameﬂbcmea 06
onoeemeHuu 0. d)akmax KomMmApomemayuu; _ :
- CCbIAKU UnU BK/IIOYEHUe npouec)yp peaeupoeaHu,q Ha

UHYUdeHmel MemdyHapodelx AaamexcHsix cucmem

.,p‘t‘
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12.9.2. [InaH donceH mecmupoeamsca He peJ+ce odHoeo pasa
8 200

12.9.3. onxceH 6bimb Ha3Ha4eH coomeemcmayrouiull rnepco-
Hasa, 2omoesili pea2uposams Ha  cueHanel mpeeoeu 8

- pexcume 24/7 -

12.9.4. [lepcoHan, omeemcmeeHHbIl 3d peaaupoeaHue Ha
HapyweHus be3onacHocmu, 00nAxceH _6blmb o6y@4eH
coomeemcmesyrouwum o6pa30M

- 12.9.5. MNnaaH donxiceH sKa4Yames 6 cebs npoqedypbl peaau-

pPOBAHUA HA CU2HAsbI mpesozu cucmem Ob6HApyXHeHuA u

npeoynpexcoeHus - emopxeHul, a  makme cucmem

_ MOHUMOpPUH2a yeanocmHocmu ¢aunoe i

12.9.6. fonnceH. 66Imb paspa6omaH npoyecc U3MeHeHUA U

' passumua  naaHa peacuposaHus  Ha UHqudeHmbl &

coomeemcmaeuu c nonyweHHblM OI'IbImOM u
- paspabomkamu e aHHOU ompacnu

.,p‘t‘




-~ nocmasuwjuxkos ycnyez ¢ obwet cpedoli (xocmuHa-nposalioe-
_pos)

A.1l. O6ecnequmb 3au4umy daHHblx KaH0020 KnueHma
coznacHo mpebosaHuam ¢ A.1.1 o A.1.4: XocmuHz-
fposalidep OosxeH yoosenemeopams B8CeM  3MUM
mpebosaHuam, nomumo  mpeboeaHul  PCl = DSS
[lpume4yaHue: He CcMOmMpA HA MO, 4YMO XOCMUH2-
nposatlidep 6ydem coomeemcmseosdms mpebosaHUAM
PCl DSS, kaxcObil e2o KaueHmM OO/HCEeH, MeM He MeHee,

fnpoxodums cobcmeeHHbIU ayoum

A 1.1. OzparHu4ume 0ocmyn npuaoMHeHull Kaxc0020 KAueHma

MOnbKO K ceoeli cpede OGHHbIX O depmameﬂﬂx Kapm

[lpunoxceHue A: lonosnHumersnbHsle mpe6oeaHu,q PCl DSS 0ns




| OdHHbIX 0 Oepxtamensax Kapm

“A.1.3. Ybedumbca, 4Ymo rnpomoKonuposaHue Oeucmeuu u N\
cobeImull - BKMAOYEHO  0AA  KAWO020 KaueHma, U /
coomeemcmeyem mpe6oeano 10 cmaHdapma

A.1.4. Ybedumbca 8 HaAu4uu MApoueccos, oseondowux [
nposecmu  pdccnedosaHue  UHUYUOeHmMos - Kaxoozo
KaueHma - '- |

A.1.2. OepaHuyumes odocmyn KaueHmad MO/IBKO K ceoell cpede \

[lna docmuxceHua coomeemcmeusa PCI DSS KomnaHus
 00/MmKHa 8bINOAHUMb 8ce mpebosaHua cmaHdapma,
He3asucumo om moeao, 8 KAKOM opA0Ke OHU 8bINOMAHAIOMCA
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,ﬂononHumeanaﬂ UHGOPMAayus: ' N

L R Amerlcan Express | £k £ i _ | el
L WWW.americanexpress.com, @f@fé@secumw | -}
- Discover Financial Services: |
WWww.discovernetwork. com ff@UdS@@MWW @7//5@ /hyzfm// | -
- JCB International:
- wwwsjcb-aglobal.com, @mq//ﬂgh pci/index. hitm//
- MasterCard Worldwide:
www. mastercard.com/sdp
- . Visa Inc: S
v WWW.VIS@.comy/cisp
- Visa Europe: '
- WwWw.visaeurope.com/ais



http://www.americanexpress.com/datasecurity
http://www.discovernetwork.com/fraudsecurity/disc.html
http://www.jcb-global.com/english/pci/index.html
http://www.jcb-global.com/english/pci/index.html
http://www.jcb-global.com/english/pci/index.html
http://www.mastercard.com/sdp
http://www.visa.com/cisp
http://www.visaeurope.com/ais

B
Mpakmuku Visa no wudeoeaHuro noneu daHHblx ik \
Uenu 6be3zonacHocmu | | N
1. OepaHu4yume qupKynﬂuwo daHHblx 0 Oepmamenﬁx Kapm i

U KpUmMu4YHbIX aymeHmuchKaqUOHHblx OaHHbLIX 8
OMKPLIMOM 8ude MOsbKO MoYKamu wudeoeaHu,q Ul
pacwugposaHus | _

2. HUcnonszoeams HadexHble pewieHUA nNo 'yrnpaeneHuro
KAKYAaMU, coomeemcmeyroujue MemdyHapodelM u/unu
pe2uoHanbHsLIM CMaHOapmMam

3. Hcnone3osame OauHsl . KaroYel U  Kpunmoepaguyeckue
aszopummel,  coomeemcmeyioujue  Mex0yHapoOHbIM
u/unu pesuoHanbHeIM cmaHdapmaM 7 7

K1V
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4. 3awumumes ycmpoucmeda, eblfnoaHAruue Kpunmoe'pa- \

¢guyeckue onepauuu, om dwsuqecxou u noeuwecxou N

' _Komnpomemauyuu ' ’

5. Ana 6u3Hec-npoqeccoe Ucrnonb30eams OononHumeanyfo

yYemHyro 3anucb unau udeHmugukamop mpaH3axkuuu, |
Komopbie He ucnoawb3yiom PAN nocne asmopusayuu.
Hanpumep, fipu ' @eblNnosaHeHuu 108MOoPAOULUXCA
naamexcHsix — onepauull, = NoAOepHCKU - [pospamMm
A10AAbHOCMU KaueHma unu ynpaeneHun UHqudeHmamu

MoweHHU4ecmea
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Cpeda npumeHuUMocmu

1. FfApaxkmuku Visa no wud)poeano nonel daHHblx umerom

OMHoOWeHuUe K cucmemam, 8bINMoAHAWUM 3Keal-
pUH208bie onepayuu 8 maxkux mecmax, KakK:

- [InamexcHble mepmMuHanbl

- ToYKu Npooax3 Mopeoe0o-CepaLCHbIX npednpunmuu

- KopriopamusHbie cepsepbi | -

- KopriopamusHsle cucmems! a2pe2uposaHus mpaH3aKuuu

- [lnamexcHble winto3ol S

- lpoyeccuHzo8bie cucmembl

- JKeatliepsbl

)




2. ,ﬂaHHble 0 -Oepxcamenax Kapm sKmoyarom e cebs: PAN,

umAa depmamenﬁ Kapmbl u cpox OKOH‘JGHUH 0eucm3u,q
" _Kapmel. '

3. Kpumu4Heie aymeHmud)UKaqUOHHble OaHHbIe ekmoqafom
8 cebs, HO He oz2paHuUY4yuearOMca cnedyrWuUMU: MoaHoe
codepycumoe MmasHuUmHol dopoxcku, 0opoxcka 1 (track 1),
dopoxcka 2 (track 2), nposepoyHoe 3Ha4YeHuUe Kapmbl

block . Kpumu4Hbie aymeHmMuuKayuoHHble OdHHble He
mo2ym bbimb UCMOAb306AHbI HU 08 KaKux yenedu, Kpome
KaK 014 aemopu3aquu mpaHsaKquu

K1V

(CVV), CVV2, nposepoyHoe 3Haverue PIN (PVV) u PIN/PIN -




;
~ O2paHu4uUmb UUPKynayuto OaHHbIX O Odepxamensax Kapm u \
KpUMUuUYHbIX aymeHmu@UKaUUOHHbIX OGHHbLIX 8 OMKPbLIMOM N
gude MosbKO MOYKAMU WU@DPOBAHUA U pacwiugpposaHusA )
1. daHHble 0 = Oepxamenax  KApm = U Kpumu4yHele
aymeHmu@uKauuoHHsle  OdHHble 00X HbI ~ Bbimb
docmyrnHbl 8 OMKPbIMOM 8UOE MOIbKO B8 MOYKAxX
| wud)poeaHu,qupacwud)poeaHun | | |
2. Bce OdaHHbie 0 Oepxamenax Kapm U Kpumuqule
aymeHmMu@uKayuoHHble 0aHHble 00AXCHbI WUdposamsca
MOsbKO aneopummamu, 0006peHHbIMU KOMUMEMOM ANSI

X9 unu ISO (Hanpumep, AES, TDES)
3. Bce OaHHble O Oepyamenax Kapm U ' KpumuyHbie
aymeHMUUKAUUOHHbIE = OaHHble  00AXCHbI ~ 6bimb
3auWilgpPoBaHLI, KPOME:




-I'Iepe'ble wecms  yugpp  PAN moeym ocmaseameca 6
OMKpPbLIMOM ~ 8UOE Onﬁ Mapwpymu3aquu 8 npoqecce
asmopusayuu - - -
llepsbie wiecmsb U nocaedHue qemblpe yugpel PAN moz2ym
8bI600UMbCA HA 3KPAH NAAMEHHO020 MepMuHand u/unu
pacrie4yamsi8amsca HA 4Yeke, 8 omyemax 06 onaame,
ucrionvb3oeameca  0na evibopa cyema, u' m.o, (3ma
peKomeHOauusa He 3ameHaem 6onee cmpoaux fpasusa u
peesiameHmos, Komopsle UMEeKMmCca 8 Op2adHU3ayusax,
KacamesbHO omo6paJ+ceHu,q OaHHblx 0 Oepmamenﬂx
Kapm) |

Kpumuqule aymeHmud)ur{auUOHHble daHHble He dormchl
_ CcOXpaHAMbCA nocne asmopu3ayuu, daxce &
~ 3auwugpoeaHHom eude (coznacHo PCl DSS)

.,p‘t‘




 Kmoyamu, coomesemcmeyrouwue MexOyHapooOHbIM  U/unu
 pe2uoHasnbHLIM cmaHoapmam | N\
5. YnpaeneHue knruyamu OONHCHO' ocymecmenﬂmbcn 6 ’
coomeemcmeuu co cmaHdapmaMU ANS X9.24 (ece yacmu) /
ISO 11568 (s8ce yacmu) unu ux aHaa02amu, ¢ UCronb308aHUEem
- 3aWUWeHHbIX  Kpunmozpaguyeckux ycmpoticme  (Secure
- Cryptographic Devices, SCD), makux kak PED, HSM, u m.n., kak
onpedeneHo 6 cmaHoapmax ANS X9.97 (ece uacmu) / ISO
13491 (sce yacmu) unu ux aHano2ax
6. Bce Kaoyu U ux KOMNoHeHmMbsl 00X HbI 2eHepupoeamscs ¢
ucronsb3oeaHuUem 0006peHHbIX npoqedyp cAy4auHo20  uau
* nceedocnyqawoeo nod6opa Hanpumep, NIST SP 800-22

Ucrionb3osams  HaOex}cHvle peuwieHus o  yrnpasaeHuro N




7. flokymeHmMayus, onucsliearowas npoyecc ycmaHosKU U
 (DYHKUUOHUPOBAHUA  cucmembl  ynpasaeHua  Kaw4yamu,
~0omucHa 6bimb docmynHoU o 3amnpocy 014 ee oUeHKU |
8. [lepeso3ka unu nepeoavya Kaw4yeu MO KAHANAM ceA3U
donHa 6bimb 3awuwieHa. Hanpumep, ucrnosns3ya memoo
pacnpocmpaHeHua - Kato4deld, - onucaHHbld 8  X9/TR-34
Interoperable Method for Distribution of Symmetric Keys Using
-Asymmetric Techniques, Part 1-Using Factoring-Based Public
Key - Cryptography  Unilateral  Key  Transport = unu
3KeusasneHMmMHsIU memoo |

- Ecnu ucnons3yemca OuCMaHYUOHHOE pacnpocmpaHeHue
Karoyel, 00MMHCHA ocyujecmenameoca oborodHas
7 aymeHmuchKaqu,q ycmpoucma OmMnpasKu u nonyquu,q

.,p‘t‘
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 OGHHbIX, OOAHCHBI; | - e
-'Bblmb YHUKAABHBIMU Oflﬂ Kaxc0oeo ycmpoucmea ; -

O A B e B D e T A N
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9. Knwouu, ucnonesytoujueca e npoyecce wugpoeaHua nons \

- Ucnonb3osamosca monbKo 041 WUgposaHus OaHHbIX 0 oep-
wamenax Kapm U KpUumuyHbIX aymeHmugpuUKAYUOHHbIX |
OQHHbIX, U He O0MXCHbI UCMO0M6308aMbCA 018 Opy2ux yeneii

= Knroyu, ucnonb3yroujuecs 0na wugposaHua PIN, He mozym

6bimb  UCMO/M6308aHbLI 014 WUppoeaHUA oA OaHHbIX (e
coomsemcmeuu ¢ PCl PIN Security Requirements)




| aﬂeopumel coomeemcmesytouiue mMexoyHapooOHbIM u/unu
 pe2uoHasnbHLIM cmaHoapmam |

10. Karoyu wugpposaHua OO0 HbI o6nadamb cmouxocmbfo
aKeUBAnNeHMHOU cmoUKocmu, KakK MUHUmym, 112-6umHoeo
3KeuedneHmMHsle

KAo4d.

bonee

Ana

3K8UBANEHMHOI cmolikocmu, obpamumect K ISO TR-147442
Recommendations on Cryptographlc Algorlthms and their Use
~—Technical Report

Ncrnonb3zoeams OsUHbI

B  mabnauue

Kaoyel u KpunmozpaguyecKue N

fipedcmaerneHsl
cmoUKocmu 4acmo Uucrosnb3yembix aa20pummos

Anrnpum OnWHa B BUTax
TDES 112
AES 128°
RSA 2048
ECC 224
SHA 224
nodpo6Hou UHgopmayuu

Kacameano
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* 11. /lobble memoOsi, ucronb3yroulueca 044 rpoussoocmasa \

| wugppmekcma makxol xce OnuHbl U muna OAHHbIX, KaK U y N

_OMKpbLIMO20 ' meKcmd, O0AX¥(HbI NMpoumu  OUEHKY KaK ’

MUHUMYM OOHOU He3asucumol opaaHusayuu rno oueHKe

besonacHocmu. 3mu memoobl OO0MHKHbI - 8HedpAMbLCA 68 |
coomeemcmeuu € peKoMeHOayuamu, 8blI0aHHbIMU [pu
- 8bIMNOMHEHUU  8bluIeynoMAHYmMoOUl OUEHKU, BKAIYaA 6ce
peKomMmeHOayuuU 1o cornymcmeayrouemy ynpasaeHuro Karnyamu




3awumums  ycmpolicmaeaq, 8blnosHALWUE  Kpunmo-
~ epaguvyecKkue onepayuu, om gusuyeckol u noa2u4yeckou
Komnpomemayuu

12. Ycmpoucmaea, eblnonHmocque Kpunmoepad)uquKue
onepayuu, OO0MHCHbI Moodsep2amoCa He3a8uUCUMOU OUeHKe,
048 edpadHmMuu mo20, 4Ymo ux Komnaekmyrwue u
fpoepammHoe obecrieyeHue ycmolvuesbl K amakam

13, CummempuyHble U 3aKpbimesle Kao4u OosmiHbl 6bime
squuujeHsl om ghusuyeckol u no2u4yeckol KomMmapomemauyuu.
OmKpbimeie Ka4u 00aXCHbI 6bimb 3auiUUieHb6l Om MO0OMEHSI,
@ Ux uesnocmHocmb U OOCMOBEPHOCMb OO0MItHbI Bbimb
2apaHmMupoeaHbi | | |
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Lna 6u3Hec-ripoyeccos UCM0Ab308aMb 00MOAHUMENBHYIO
YyYEmHyro 3anuce uau udeHmugukamop mpaH3aKyuu,

Komopsle He ucnonas3yrtom PAN nocae asmopusayuu.

Hanpumep, npu 6binosaHeHUU noemopAaruWUXCca naameiHbIX
oriepayuli, MoO0EepPMHCKU NMpo2pamm s0A71bHOCMU KaueHma unau
ynpasaeHuUsa UHYUGeHmamu moweHHu4yecmsa.

14. Ecnu KaKkue-nubo OdHHble O Oepxcamenax Kapm
(Hanpumep, PAN) Heobxodumsl nocne asmopusayuu, mo
eMecmo Hux caedyem Ucronsb3oeams 00HOPA308bIlU uau
MHO020pa308bili udeHmuguKkamop mpaH3aKyuu

- [lpeonoymumeneH  00HOPA308bIU udeHmuguxkamop
mpaH3akyuu. [fonycmumsle Memoob! - [0ay4eHUs.  0O0HO-

' pasoso20 udeHmMuguKamopa - MpaH3IaGKYuU = BKA0YAOM

XawuposaHue PAN ¢ yYHUKGAbHbIM 044 mMPpaH3aKyuu
3HayeHuUeM rnpusaAsKu, wiugposaHue PAN 000bpeHHbIM

/'7”r \
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an2o0pummom € UCrons6308aHUEM yHUKleIbHOZO 0114
MPAaH3aKUUU Kaw4a, unu 3sKeusanseHmHoeim. OOHopa308bil
udeHmMugukamop mpaH3axkyuu moxem bbims - noayYeH
Opyeumu  mMemodamu, Komopesie obecrne4yusarom
YHUKA/bHOCMb UdeHmuguKamopa 045 Kaxool mpaH3aKkyuu,
fipu aImom OaHHble 0 Oepxcamenax Kapm He 00X HbI bbimb
yumaemel

- MHoeopasoesil udeHmud)UKamop mpaHaakuuu moxcem
- ucnonb3osamecd, ecau  cywiecmsyem  Heobxooumocme
obecrieyeHus 83auUMoCensu HOMepa cyema C HecKONbKUMU
mpaH3akyuamu.  Jonycmumesie = memoobl - 1oay4YeHus
- MH020pa308020 UOEHMUGUKAMOPA MPAaH3aKYUU 8K/IYaAOM
XewupoeaHue OQHHbIX O Oepi#amenax Kapm, UCHOAb3YA
* d)UKCUpOBCIHHOE (HO pasHoe 014 Kax0o020 : MOpP2080-
C€p6UCH020 : npednpunmug) 3HaYeHuUe  MpusefasKuU  uAau
sKeusasneHmMHoe ' '

—
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MpumeyaHue: Hezasucumo om mozo, kakol mun udeHmu-
ukamopa mpaH3axkyuu ucrnons3lyemca (o0Hopas308bIl uau
 MHo20pasoebslli), ecnu npuMeHsomcsa 3Ha4yeHus npusa3Ku, mo
Ux OnuHa 0oy Ha 6bimo MuHUMYM 32 6umd, OHU OOMAMCHbI
Haxoo0umbcA 68 -mauHe U - bbimb O0AHHLIM 06pa3oMm
3guuuyeHsi

1 B uensx OHanHeix npakmuk, 0ea knawovya TDES (112 6um) He OonncHsI
obpabamesieams bosiee 1 MunauoHa MmpaH3akyul. B cny4yasx, Koeda Konu4ecmeo
‘mpaH3akyul, nomeHyuansHo obpabamoieaemelx kmo4om 112 6um TDES, HamHo20
npessiwaem 1 munnuoH, cnedyem ucrions3oeame Karoyu TDES (168 6um) uau AES.
Cxembl yrpasneHUs KAYamu, KOmopsie 02paHu4usarom Koau4ecmeo mpaH3axkyuli
071 00HO20 Kso4d, Hanpumep «npou3eooHsIli YHUKAALHLIG MpaH3aKUUOHHGIU
Knry4» (Derived Unigque Key Per Transaction, DUKPT), mo2ym ucnonbs3oeamscs 044
obecriedeHus moz0, 4mo KaxObili omoensHelil KAY UCMOAb3Yyemcs cmpo2o
02paHU4eHHoe Koau4ecmeo pas |

5 MUHUMGﬂbHOE Konuqecmeo 6um 8 K/l1rH0Ye, Komopble MO HO UCﬂOﬂbBOBGmb C _.

AES, cocmasnsaem 128 6um. aHHsil Kato4y 6onee cmoekK, yem amo Heobxo0umo, HO
ecnu ucnonsdyemca AES, amo HaumeHoWuUl U3 0ocmynHbix Kawo4el (60nee
OnUHHbIe Kao4u mo2ym 6bimb UCnonb308aHb6! no HenaHur)
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